Journal Pre-proof

Privacy-preserving human activity sensing: A survey gg}“';l'l;ﬁg'l“NFéDENCE

Yanni Yang, Pengfei Hu, Jiaxing Shen, Haiming Cheng, Zhenlin An,
Xiulong Liu

PII: S$2667-2952(24)00007-2
DOI: https://doi.org/10.1016/j.hcc.2024.100204
Reference: HCC 100204

To appear in:  High-Confidence Computing

Received date: 23 August 2023
Revised date: 21 October 2023
Accepted date: 5 November 2023

Please cite this article as: Y. Yang, P. Hu, J. Shen et al., Privacy-preserving human activity sensing:
A survey, High-Confidence Computing (2024), doi: https://doi.org/10.1016/j.hcc.2024.100204.

This is a PDF file of an article that has undergone enhancements after acceptance, such as the
addition of a cover page and metadata, and formatting for readability, but it is not yet the definitive
version of record. This version will undergo additional copyediting, typesetting and review before it
is published in its final form, but we are providing this version to give early visibility of the article.
Please note that, during the production process, errors may be discovered which could affect the
content, and all legal disclaimers that apply to the journal pertain.

© 2024 The Author(s). Published by Elsevier B.V. on behalf of Shandong University. This is an
open access article under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-
nd/4.0/).


https://doi.org/10.1016/j.hcc.2024.100204
https://doi.org/10.1016/j.hcc.2024.100204
http://creativecommons.org/licenses/by-nc-nd/4.0/
http://creativecommons.org/licenses/by-nc-nd/4.0/

Privacy-Preserving Human Activity Sensing: A Survey

Yanni Yang®, Pengfei Hu?, Jiaxing Shen®, Haiming Cheng®, Zhenlin An9,
Xiulong Liu®

2Shandong University, Qingdao, China
b Lingnan University, Hong Kong, China
¢The Hong Kong Polytechnic University, Hong Kong, China
4 Princeton University, New Jersey, USA
¢ Tiangin University, Tianjin, China

Abstract

With the prevalence of various sensors and smart devices in people’s daily
lives, numerous types of information are being sensed. While using such
information provides critical and convenient services, we are gradually ex-
posing every piece of our behavior and activities. Researchers are aware of
the privacy risks and have been working on preserving privacy while sensing
human activities. This survey reviews existing studies on privacy-preserving
human activity sensing. We first introduce the sensors and captured private
information related to human activities. We then propose a taxonomy to
structure the methods for preserving private information from two aspects:
individual and collaborative activity sensing. For each of the two aspects,
the methods are classified into three levels: signal, algorithm, and system.
Finally, we discuss the open challenges and provide future directions.

Keywords: Human activity sensing, privacy-preserving sensing

1. Introduction

People enjoy various indispensable and convenient services enabled by the
proliferation and development of smart devices and the Internet of Things.
People’s information is sensed to provide benefits and convenience, whereas
privacy risks increase as we expose ourselves. Researchers have realized the
importance of privacy issues during the emergence and popularity of human
activity sensing [1]. Without proper solutions to preserving people’s private
information during activity sensing, not only are user’s interests harmed, but

Preprint submitted to Nuclear Physics B January 20, 2024



Individual activity sensing Colloborative activity sensing
. Sec. 3.1 Sec. 3.2
Privacy- | ...l e R, R
preserving | gignal-level methods : { Algorithm-level methods ! System-level methods
methods e —— 7 S mooe oo e et
Sec. 3 data obfuscation, i data encryption, access control framework,
cross-modality sensing | : privacy-aware machine learning ; :  blockchain framework
Private [l R — D — R — —
information | ¢ Identity :: Speech :i Location :i Demographics ;i Daily activity :i Health ;
Sec. 2.2 | T e e e M e e
0

:" Vision-based “; :" Audio-based “: :" RF “-. S IMU “-, { Other %
Sensors ) sSensors SN sensors [/ . Sensors . % sensors [ % sensors .
Sec. 2.1 RGB, RGBD, i speaker, i WiFi, RFID, Eaccelerometeré vibration,
thermal camera... | microphone... i | mmWave... | |, gyroscope... | i pressure...

Figure 1: Taxonomy of the survey

the progress of the human activity sensing area is also hindered. Therefore,
researchers have been devoted to tackling the privacy issue when sensing
different activities.

This study presents a survey of existing studies on privacy-preserving
human activity sensing. The survey taxonomy is shown in Fig. 1. We first
introduce the sensors and the captured private information related to human
activities. Then, we propose a new taxonomy to structure the methods to
preserve private information from two aspects: individual and collaborative
activity sensing. The methods for these two aspects are classified into three
levels: signal, algorithm, and system. Finally, we discuss the open challenges
and provide future directions.

1.1. Structure of the Survey

The survey is presented as follows: First, we introduce the common sen-
sors used to sense human information and the types of signals and activities
captured by these sensors in Section 2.1. Second, we demonstrate the private
information involved in the sensed signals for human activity sensing in Sec-
tion 2.2. Third, we propose a two-level taxonomy to classify existing methods
for achieving private-preserving human activity sensing in Section 3. Specifi-
cally, the first-level methods are summarized as individual and collaborative
activity sensing from the perspective of the scale of people. Second-level
methods are categorized from the viewpoint of the pipeline for human activity
sensing: signal-, algorithm-, and system-level methods. Then, we summarize



the main features of different privacy-preserving methods and conduct a crit-
ical comparison. Finally, we propose and discuss future research directions
in privacy-preserving human sensing.

1.2. Key Contributions

Some existing surveys related to privacy-preserving human activity sens-
ing can be found in the literature [2, 3, 4]; however, they only focus on a spe-
cific aspect to preserve privacy. [2] mainly reviewed the privacy-preserving
techniques for using deep learning techniques for human sensing. [3] summa-
rized the studies applying federated learning to protect the privacy of user
data. [4] presented a survey on privacy issues and corresponding approaches
in human recognition and human activity recognition. No survey has yet pre-
sented a thorough introduction and summary of the state-of-the-art works
for privacy-preserving human activity sensing. Therefore, we expand the
scope of existing surveys to provide a systematic review of relevant works
in privacy-preserving human activity sensing considering different aspects,
including sensors, sensed information, human object scope, and methods for
privacy preservation.

2. Sensors, Signals, and Private Information of Human Activity
Sensing

This section first introduces the common sensors used to sense human
information and the kinds of signals and activities captured by these sensors.
Then, we present the private information involved in the sensed signals for
human activity sensing.

2.1. Sensors and Signals

Various sensors are employed for sensing human activities. We clas-
sify the commonly used sensors into four categories: vision-based sensors,
audio-based sensors, radio frequency (RF) sensors, inertial measurement unit
(IMU) sensors, and other sensors. The captured signals are correspondingly
introduced for different sensors.

2.1.1. Vision-based sensors

Many vision-based sensors, including RGB [5, 6, 7], RGB-D [8, 9, 10], and
thermal [11] cameras, are widely used to sense human activities, e.g., human
identification, pose recognition, and assisted living monitoring. Compared



with the RGB camera, the RGB-D camera provides an extra dimension of
information (i.e., coordinates). The thermal camera measures the light of a
wavelength from 1,000 nm to 14,000 nm instead of the visible light. Vision-
based sensors usually take videos to capture human movements. Therefore,
instead of using a single image that only involves the spatial information of
the human, the spatial-temporal information of the video is used to detect
the activity.

2.1.2. Audio-based sensors

Audio-based sensors mainly refer to speakers and microphones. Current
smart devices, like smartphones and laptops, are usually embedded with
a pair of speaker and microphone. Audio-based sensors not only capture
people’s speech but also measure non-speech signals, e.g., coughing, sniffing,
and breathing sounds, which can be used to detect human activities [12,
13, 14]. In addition, acoustic signal is one kind of wireless signal, which
can be reflected by the human body. Thus, human movements can affect
the propagation of the acoustic signal from the speaker to the microphone,
from which the activity pattern can be observed. Therefore, the inaudible
and ultrasound acoustic signals are also used to sense human activities, e.g.,
gesture recognition [15, 16, 17] and eyeblink [18, 19].

2.1.3. RF sensors

RF signals, such as RFID, WiFi, and mmWave signals, can be used not
only for communication but also for human activity sensing. The principle
behind using RF signals to detect human activities is that human body move-
ments affect the propagation of the RF signal traveling from the transmitter
to the receiver. By analyzing typical RF signal indicators, e.g., amplitude
or phase, the human activity pattern can be revealed. Various RF signals,
including Bluetooth [20], Zigbee [21], WiFi [22, 23, 24], RFID [25, 26], and
radar signals [27, 28], have been investigated for human activity sensing.

2.1.4. IMU sensors

IMU sensors consist of accelerometers, gyroscopes, and magnetometers.
Accelerometer measures object acceleration, and the gyroscope reports the
object’s angular velocity. The magnetometer is used to show the magnetic
field strength around the object. Currently, various smart devices are com-
monly equipped with IMU sensors. Thus, people’s movement acceleration,
angular velocity, and the magnetic field of the surrounding environment can



all be sensed when people carry smart devices while performing different ac-
tivities. The IMU sensors can detect daily human activities [29, 30], e.g.,
gestures [31] and exercise [32].

2.1.5. Other sensors

Apart from the abovementioned mainstream sensors, researchers also
investigate other sensor types, e.g., vibration [33, 34], pressure [35, 36],
fiber [37, 38], and photoplethysmogram (PPG)/electrocardiogram (ECG)/electroencephalogram
(EEG) sensors [39, 40, 41]. These sensors can either be worn by users on the
body or installed in the environment for human activity sensing. Vibration
sensors are used to capture muscle motions for human-computer interac-
tion [42, 43]. Pressure sensors are used to sense the force from different
body parts, e.g., the feet’s force on shoes and hips’ force on a seat cush-
ion for gait analysis [44] and sitting posture recognition [45], respectively.
Stretchable fiber sensors can be assembled into clothing, i.e., smart clothes,
for activity monitoring, particularly for physiological signal measurement.
PPG/ECG/EEG sensors are dedicatedly used for both physical and men-
tal human information, particularly for cardiovascular and neurological dis-
eases. Recently, portable and wearable PPG/ECG/EEF devices have been
produced for daily human activity sensing, e.g., drowsiness detection during
driving [41].

2.1.6. Discussion on the privacy intrusion of sensors

The level of privacy intrusion depends on various factors, such as the type
of data collected, context in which the data is collected, and information
sensitivity.

Vision-based sensors can capture visual information about people’s bodies
and movements, which can reveal sensitive information about their identity,
appearance, and behavior. This can be particularly concerning in contexts
where people have privacy expectations, such as in their homes and pri-
vate spaces. Recent artificial intelligence (AI)-based image/video generation
techniques can easily swap human faces to conduct fraud. Thus, information
leakage from vision-based sensors is at a high-risk level concerning people’s
privacy and safety.

Acoustic-based sensors, such as microphones or sound sensors, can cap-
ture audio information, including people’s conversations and other sounds in
the environment. An unnoticed loudspeaker can also easily be turned into a



microphone and eavesdrop on the surrounding sound without grabbing peo-
ple’s attention. Private conversations are a valuable source of information.
Recent Al-based audio generation techniques can also mimic a person’s tone
and timbre. The acoustic leakage is also noteworthy in privacy protection.

RF-based sensors, such as RFID tags and Wi-Fi trackers, can capture in-
formation about people’s movements and locations, potentially revealing sen-
sitive information about one’s daily routines and health conditions. Most im-
portantly, RF signals, especially for signal frequencies below 10 GHz, can tra-
verse through the wall, indicating that attackers can install RF transceivers
outside people’s homes and secretly monitor their behaviors. Thus, defenses
against RF-based through-wall human monitoring should be well established.

Meanwhile, IMU-based sensors can capture information about people’s
movements and postures, potentially revealing sensitive information about
one’s physical activities, health status, and emotional state. Since IMU units
are mainly wearable sensors, the corresponding sensory data are mostly col-
lected from the user side. However, IMU signals are still vulnerable to pri-
vacy leakage while the data is sent to the cloud. Apart from the activity
information, the user’s personal information, e.g., age and gender, can also
be inferred from the IMU sensory data. Recent studies on the Internet of
Things (IoT) security have shown that IMU sensors in smartphones can also
eavesdrop on the sound from the loudspeaker because the sound vibration
can affect the accelerometer [46]. Thus, access to IMU sensors should be
well-regulated.

2.2. Private Information

In general, private information can be any data that people do not want
to disclose to others [47]. The information captured by the abovementioned
sensors involves much private information, as listed in Table 1. This section
introduces the key private information.

2.2.1. Identity information

Various types of signals can reveal a person’s identity. Direct sensory data
is the image and speech information because the current face and speech
recognition approaches are widely used for human identification. There-
fore, human activity sensing via vision- and audio-based sensors can easily
lead to the disclosure of people’s identity information. In recent studies,
researchers have found that the sensory data collected for human activity
recognition can indirectly expose the user’s identity information [48]. In



Table 1: Sensors and involved private information

Sensors Private information
Vision sensors identity, location, demographics, activities, health
Audio sensors identity, speech, activities, health
RF sensors identity, location, speech, activities, health
IMU sensors speech, location, demographics, activities, health
Others (GPS, pressure, etc.) identity, speech, location, activities, health

addition, many biomarkers, including the fingerprint, palmprint, or heart-
beat [49], can uniquely represent people’s identities. A surge of physiologi-
cal and behavioral features for human identification has been presented to
enhance security. On the other hand, if these features are not properly pro-
tected, they will leave potential opportunities for adversaries to steal identity
information.

2.2.2. Speech information

In addition to identity information, the speech content in the audio signal
also involves private information. For long-term activity monitoring, the
user’s and bystander’s speech during conversation can be secretly captured.
The famous Watergate Scandal involved the installation of an automatic
recording system in the White House to eavesdrop on conversations and
phone calls. Many famous celebrities are plagued by eavesdropping. The high
interest in speech information and its seriousness has made eavesdropping a
hot topic for many years. Eavesdropping on speech via IMU sensors, RF
signals, and side-channel signals is widely investigated [50, 51, 52, 53]. The
unnotified recording poses more damage to public privacy with the prevalence
of IoT devices. Therefore, anti-recording is also an important field to study
and investigate.

2.2.3. Location information

The most popular way for localization nowadays is using GPS. Telecom-
munication operators and location-based service companies own a huge amount
of GPS data. The GPS data play a significant role when used for social
benefits, e.g., crowd control and disaster response. However, when exposed
to adversaries, threats can range from personal safety to national security.
Apart from GPS data for the outdoors, researchers have also shown the capa-
bility of audio and RF signals and IMU sensory data for indoor localization

7



[54, 55, 20]. Therefore, the location information can be contained in the
signals initially used for other human sensing tasks. In a word, various hu-
man sensing techniques have woven a seamless web of location information,
threatening people’s privacy anytime and anywhere.

2.2.4. Demographic information

Demographic information, such as age, gender, and income, can be ex-
cavated from human activity sensing-related sensory data using big data
mining techniques. For instance, group gender is detected using the audio
signal, even if the audio signal is filtered to remove the sensitive informa-
tion [56]. IMU sensory data during walking can be used to predict the user’s
age and gender with over 90% accuracy [57]. The place of residence and
the places people visit every day can reveal their income levels [58]. Hidden
information from human sensing data can be enormous. In addition, the
sensory data specifically collected for one sensing task can be reused to dig
out demographic information, which should not be overlooked.

2.2.5. Daily activity information

Tracking people’s daily activities can be considered a privacy intrusion or
even a security threat. Daily activity monitoring is useful for assisted living,
especially in the era of global aging. This is one of the key motivations
for developing diverse sensors for human activity recognition. On the other
hand, it provides different ways to secretly acquire the activity information
of a person of interest. Sometimes, adversaries only need to obtain a course-
grained piece of information to reach their goals. For instance, the thief
can simply take action by knowing if someone is in the room, which can be
accomplished by sniffing the WiFi usage status. If more advanced techniques
are employed, e.g., RF-based through-wall human sensing [23], adversaries
can know how many people are in a home or who are at home. For business
purposes, companies may leverage the activity information collected from
smartphones, smartwatches, and voice assistants, for advertising. Thus, daily
activity information requires appropriate safeguards.

2.2.6. Health information

Smart healthcare has become a popular and developing concept in recent
decades. People have started caring for their health by monitoring their long-
term physiological signals (e.g., heartbeat and blood pressure) and sleeping
conditions (e.g., sleeping depth and length) using many wearable devices that



usually contain certain health condition monitoring applications. These ap-
plications collect health information that enables users to monitor their phys-
ical and mental status. However, if people’s disease information is leaked,
they may be improperly treated with discrimination and social stigma. Dis-
respect of people’s health information privacy is a serious breach of trust and
can have negative consequences for affected individuals.

3. Privacy-Preserving Human Activity Sensing Methods

This section introduces methods for protecting and preserving private
information during human activity sensing. We separately introduce the ex-
isting methods according to the scope of the human subjects, i.e., individual
and collaborative activity sensing. The key difference between individual
and collaborative human activity sensing lies in whether the sensing infor-
mation can be exposed and shared. In many cases, user data does not need
to be shared, e.g., presence detection and localization applications. For these
scenarios, data from different individuals can be independent. In short, in-
dividual activity sensing is sufficient. Accordingly, the focus in realizing
privacy-preserving individual human sensing is to prevent the sensed infor-
mation from being exposed and shared with other parties. On the other
hand, many activity sensing tasks, especially for activity recognition, aggre-
gate different user data can significantly improve recognition performance.
For instance, existing exercise recognition applications on smartwatches sig-
nificantly benefit from the large amount of data collected from various users;
thus, different users must share their data and collaboratively obtain a recog-
nition model. The focus of privacy-preserving collaborative human sensing is
to avoid the leakage of private information during data sharing. We summa-
rize the privacy-preserving methods for individual and collaborative activity
sensing in Fig. 2. For each of them, we further classify the privacy-preserving
methods into three categories: signal-, algorithm-, and system-level methods.

3.1. Methods for Individual Activity Sensing

For many human activity sensing applications, the target person only uses
his or her own activity data. For example, a person first collects training data
for their own activities. He/she then uploads the data to the computation
device to obtain an activity sensing model. Subsequently, this model can
be used to infer future activities without the need for individuals to share
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Figure 2: Privacy-preserving methods for human activity sensing

their sensed information. A naive method for preserving a person’s individ-
ual private information is to store and process the data locally. Existing end
devices, e.g., laptops and smartphones, are equipped with large storage and
computation capabilities. Meanwhile, thanks to neural network design de-
velopment, activity sensing models can now be made lightweight for running
on end devices [59]. Local signal processing and activity inference preserve
private information from misuse and poor data management. Many activity
sensing systems have adopted this idea and are implemented on the local
device [42, 55]. However, many activity monitoring applications can secretly
collect sensory signals without notification. Thus, local data collection and
processing cannot guarantee user privacy.
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3.1.1. Signal-level methods

The first signal-level method involves perturbation or blurring of the
sensed signal, i.e., deliberately adding noises in the raw signal to avoid leakage
of important information. With regard to images, extremely low-resolution
images [60, 6, 11, 61, 62], blur filtering [63], and face anonymizer [64] are
used to protect the private information captured by cameras. For audio
signals, sound shredding [65], sub-sampling [56], and filtering [66, 12] are
performed to remove sensitive information. To impede unauthorized speech
information recording, researchers have harnessed the nonlinearity of com-
modity microphones and designed active ultrasound for jamming [67]. For
RF-based sensing, extra reflectors have been added in the room to prevent
illegal through-wall shopping, which can generate fake humans to deceive
adversaries [68]. However, the aforementioned solutions are proposed for a
specific type of signal modality. To achieve generalized protection of sensi-
tive information, researchers have also developed frameworks that support
the obfuscation [69] and substitution [70] of human sensing data collected by
smartphones and body-worn sensors. Differential privacy techniques, which
add random noise to data, can also be applied to protect the individual’s
privacy in a dataset [71].

The second signal-level method changes the sensing modality for the same
activity sensing task. Although each sensor can expose certain private infor-
mation, they can complement each other by alternating the usage of differ-
ent sensors. A typical example of this is human face authentication, which
is commonly realized via cameras to capture facial images/videos. To avoid
abuse of captured images/videos, we can substitute vision-based sensors with
RF-based sensors. RFID and mmWave radars have been shown to be effec-
tive in face imaging and human identification [72, 73]. Another example is
to replace audio-based human-computer interaction with gesture-based solu-
tions using IMU sensors, vibration sensors, and so on, which can reduce the
chances of speech information leakage.

3.1.2. Algorithm-level methods

This first algorithm-level method is to encrypt the collected sensory data.
Traditional encryption methods simply apply cryptographic algorithms to the
data, which needs further decryption before use. The decryption key is still
vulnerable to being stolen during delivery. To achieve a double-win among
convenience, data privacy, and smooth data usage, homomorphic encryp-
tion can be employed to perform computation on encrypted data without
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decryption. In other words, sensitive data can be stored and processed in
an encrypted state, thereby reducing the risk of unauthorized access. Ho-
momorphic encryption is particularly useful in human activity sensing situa-
tions, where privacy is paramount, such as in healthcare-related and biomet-
ric data [74, 4].

The second algorithm-level method stems from the advances in neural
networks. Privacy-preserving neural networks refer to the machine learning
models designed to protect the privacy of sensitive data used to train models
or make predictions [75]. As discussed in Section 2.1.6, neural network mod-
els are good at learning the user’s underlying domestic information. Thus, we
need to deal with privacy leakage in neural network models. The emergence of
adversarial neural network brings opportunities to realize privacy-preserving
neural networks. The adversarial neural network model comprises two neural
networks, namely, the generator and the discriminator, which combat each
other to achieve an optimal result. It can be applied to allow the human
activity recognition model to learn representations that promote the classifi-
cation of various activities, meanwhile preventing the model from accessing
user-discriminative information [48, 76, 77]. In addition to adversarial neural
networks, convolutional neural networks have also been investigated to trans-
form sensor data into a new format in which private information is forgotten
after transformation [78].

Some studies have combined the two abovementioned types of algorithm-
level methods. However, homomorphic encryption can be time-consuming.
A fully homomorphic encrypted wavelet neural network has been proposed
to preserve data privacy and maintain the model’s time efficiency [79]. On
the other hand, most neural network models offer insufficient protection of
sensitive information. Privacy-preserving neural network models using ho-
momorphic encryption are often utilized [80].

3.1.3. System-level methods

The first system-level method is to provide a privacy control frame-
work and let users decide the kind of information forbidden to use and
share [81, 82]. To reach this goal, the first step is to monitor and track
the sensor usage conditions. Researchers have designed hook-based methods
to audit the sensor signal flow, frequency, duration, and invoker, meanwhile
performing quantitative analysis of the signal usage in real time [83]. Frame-
works for recognizing sensor data tussles in the operating system have also
been proposed [84]. The second step is to establish privacy policies or rules for
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sensor data control. Various data control policies, which are mostly related
to permission over sensors, have been proposed for mobile human sensing sys-
tems [85, 86, 87]. The final step is to offer tools to users for applying these
policies. This can be achieved by designing a set of libraries [88], assign-
ing privacy-guaranteed regions [89], inserting hooks into applications [86], or
providing secure log sealing on live sensors [90]. To achieve flexible privacy
control, framework developers usually allow users to select and customize
data permission choices in the interface [91].

The second system-level methods are more intelligent than the previous
ones. Instead of requiring users to select privacy control policies and permis-
sions, it would be more convenient if the system could predict user intentions
in data control during runtime. Besides, the rigidity of existing permission
control frameworks on mobile devices suffers from poor matching of users’
privacy preferences; thus, researchers have leveraged contextual information
to dynamically learn user intentions over time. Accordingly, machine learn-
ing techniques have been used for prediction purposes [92, 93].

3.1.4. Comparison of different methods for privacy-preserving individual ac-
tinity sensing

Signal-level privacy-preserving methods generally obfuscate, filter, or change
the sensed signal to remove sensitive information. They aim to mitigate
the private information from the signal source. Signal-level methods are
widely used in anti-eavesdropping and anti-recording tasks. For example,
researchers have designed ultrasonic devices to prevent speech from being
secretly recorded. However, this can lead to extra information loss for the
activity sensing task, which can degrade the sensing performance. Besides,
extra hardware is required to generate noises or disturbances, increasing the
cost and complexity of the sensing system.

Compared with signal-level methods, algorithm-level methods manage to
balance the trade-off between the privacy and utility of the sensed signal using
encryption algorithms or neural network models. Algorithm-level methods
mainly encrypt sense information. Encryption algorithms are widely applied
in sensitive data storage, such as demographic data and health records. How-
ever, the widely used homomorphic encryption method has an extremely high
time complexity, which may not be applicable to real-time sensing applica-
tions and resource-constrained devices. Neural networks can be relatively
lightweight in computation for small-scale models and datasets; however,
they are also susceptible to adversarial attacks, during which an attacker can

13



deliberately manipulate the input data to cause the model to make incorrect
predictions.

Different from the former two methods that only preserve part of the sens-
ing data, system-level methods cut off the collection of sensor data as user
specifies over the operation system. This forbids the malicious collection of
sensor data from the background. System-level methods are mostly adopted
by software and operating systems for data control. For instance, when
applications on smartphones and smartwatches need to collect user data,
reminders of information usage and control pop up for users to select. How-
ever, designating sensor permission can be inconvenient to users in practice
because it requires the user’s involvement from time to time. Furthermore,
the forbidden sensor data collection also disables the corresponding human
sensing function.

3.2. Methods for Collaborative Activity Sensing

Collaborative activity sensing refers to scenarios involving multiple sens-
ing devices working together to detect and recognize human activities in a
shared environment. By combining sensor data from multiple devices, collab-
orative activity sensing can improve the accuracy and robustness of activity
recognition systems. With the development of cloud and edge computing,
human sensing systems can leverage rich computation resources from a pow-
erful central server or offload computation tasks to nearby available edge
devices. In the meantime, the activity recognition models obtained based
on the sensor data from different parties can be generalized to enhance the
sensing performance. We also divided the privacy-preserving methods for
collaboration activity sensing depicted in Fig. 2 into the signal-, algorithm-,
and system-level methods presented below.

3.2.1. Signal-level methods

The software-based signal and data obfuscation methods mentioned in
Section 3.1.1 to blur the sensitive information for individual activity sens-
ing can be borrowed here [94, 95, 96]. Consequently, the shared data will
not involve relevant private information. The idea of changing the sensor
modality can also be adopted in collaborative activity sensing. If the sensing
application requires sharing sensitive sensor data, people can resort to less
privacy-sensitive sensors. However, hardware-based signal jamming methods
are usually not applied in collaborative sensing because they tend to com-
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pletely damage the sensing utility, making it difficult for later collaborative
use.

3.2.2. Algorithm-level methods

The first algorithm-level method still employs the idea of encryption over
data that is to be shared, similar to that of individual activity sensing. En-
cryption algorithms are utilized, designed, and enhanced in various ways
in privacy-preserving participatory sensing. Researchers have adopted sym-
metric key cryptography and homomorphic encryption to achieve a sum ag-
gregation of data from different parties [97, 98]. The differential privacy
strategy has also been combined with encryption algorithms to enhance the
trust between multiple parties and the central server [99]. Secure multi-party
computation, which allows multiple parties to compute a function on their
private data without revealing their data to each other, has been used in
social human sensing, as well [100]. Since encryption algorithms are com-
putationally expensive, researchers have harnessed the inherent signal noise
caused by hardware imperfections to achieve efficient distributed differential
privacy [101].

The second algorithm-level method lies in the presence of federated learn-
ing. Federated learning allows multiple devices or parties to collaboratively
train a neural network model without sharing their raw data. They only share
the model parameters which are aggregated in a central server to generate
the global model. Before federated learning, privacy-preserving collaborative
learning was proposed to achieve accurate activity recognition after data
perturbation from end devices [102]. However, it only works for traditional
machine learning models, e.g., the support vector machine and logistic re-
gression. Federated learning promotes the prevalence of neural networks in
collaborative sensing. Adopting federated learning for human activity sens-
ing, however, encounters many challenges owing to various sensor modalities
and different environments [103]. The first challenge stems from the balance
between sensing performance and privacy. Sharing model parameters can
also result in privacy leakage. Thus, researchers have proposed a group op-
timization technique in the federated learning framework to achieve a better
balance between performance and privacy [104]. The second challenge arises
from the data issues of multiple parties, e.g., data heterogeneity and scarcity.
To deal with these issues, cluster and representation modules have been intro-
duced in the federated learning framework [105]. The clustering-based fed-
erated learning strategy has also been employed to achieve semi-supervised
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learning that speeds up the convergence process [106, 107].

3.2.3. System-level methods

The first system-level method is to provide options for users to deter-
mine data access permissions for other parties. Many studies have been
conducted using this methodology route. Users can customize the data col-
lection rules using the operating system [108]. A trust network, a library
of rules for defining access control over data, and the compressive sensing
technique have been combined into a framework for privacy-aware data shar-
ing [109]. Other frameworks jointly consider various data issues, e.g., data
heterogeneity, privacy, security, and reliability in collaborative and crowd
sensing scenarios [110, 111, 112].

The second system-level method benefits from advances in blockchain
techniques. By leveraging the security and immutability of blockchain, it is
possible to create a decentralized network of sensors that can collect data on
human activities without compromising personal privacy. Meanwhile, smart
contracts can be used to govern the data collection and usage, ensuring that
data is collected only for authorized purposes and that the individual pri-
vacy is protected. For example, a decentralized privacy-preserving trajectory
data mining framework based on blockchain has been developed, in which a
privacy-preserving proposal is implemented as a proof-of-concept for consen-
sus [113]. Traditional central servers can also be replaced by edge devices and
blockchain for data audit [114]. Considering the importance of human health-
related data, blockchain is widely applied to healthcare data exchange [115].

3.2.4. Comparison of different for privacy-preserving collaborative activity
sensing

For collaborative human activity sensing, signal-level data obfuscation
approaches are useful for blocking the major information from leakage. How-
ever, the data utility issue is more prominent in collaborative human activity
sensing. Thereby, perturbing the data without considering the data util-
ity over shared parties will significantly degrade the sensing performance.
Algorithm-level data encryption solutions suffer less from undesirable data
loss than signal-level methods. While the issue of excessive computation re-
quired by encryption still exists. Another type of algorithm-level method,
i.e., federated learning, has emerged as a promising solution. One of its key
advantages is that it allows for privacy-preserving machine learning without
sacrificing data utility. Local models are trained using raw data. The global
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Table 2: Capability of different privacy-preserving methods

privacy protect | data utility | computation | convenience
Signal-level high low low medium
Algorithm-level medium high high high
System-level medium medium medium low

model can learn from the collective knowledge of all parties without ever ac-
cessing their raw data. This ensures that sensitive data is kept private while
enabling the development of accurate neural network models. At the bottom
of federated learning, the collaborative human activity sensing system can be
strengthened in terms of security and privacy if the system-level method, i.e.,
blockchain-enabled solutions, is combined. However, introducing blockchain
into the sensing system requires a careful incentive design to tempt more
users to join in.

We summarize the capabilities of different privacy-preserving methods in
terms of the level of privacy protection, data utility, required computation,
and convenience in Table 2.

4. Future Directions in Privacy-preserving Human Sensing

This section discusses promising topics that require further improvement
or potential attention.

4.1. Privacy-Preserving Wireless Human Sensing

Wireless human sensing is famous for its non-intrusiveness, in other words,
people do not need to wear any on-body sensors. This preferable feature is en-
abled by the propagation properties (i.e., signal reflection, scattering, refrac-
tion, etc.) of the wireless signal over the air. However, the side effect of em-
ploying wireless signals for human sensing is that wireless signals, especially
RF signals, can be easily overheard and sniffed, even through walls. Various
types of RF signals, e.g., WiFi, LoRa, and FMCW radar, have been shown
the capability to successfully sense human presence and activities through
walls [116, 117, 118]. Researchers have proposed preliminary countermea-
sures to impede malicious human sensing [68, 119]. However, these solutions
are dedicatedly designed for a certain type of RF signal. RF-Protect is specif-
ically proposed for the FMCW radar sensing system at a frequency band of
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approximately 10 GHz [68]. RF-Veil is specifically devised to resist the im-
personation attack on the WiFi radiometric fingerprint [68]. Considering the
variety of RF signals, a generalized framework to combat attacks on wireless
human sensing systems is desirable. This framework should provide plug-in
modules such that signal- and algorithm-level methods fitting different RF
signals can be alternated.

4.2. Pay Attention to Attacks on Human Sensing-related AI models

Attacks on human sensing-related Al models are becoming increasingly
common [120, 121]. One of the primary concerns with these attacks on
sensing-related Al models is the potential for adversaries to manipulate sen-
sor data to cause the model to produce incorrect or misleading results. For
example, an attacker can present a face recognition system with an image
modified in such a way as to cause the system to misidentify a legitimate
user or attacker. Researchers have recognized these issues. In SecureSense,
an adversarial defense method, that leverages the prediction consistency be-
tween normal and adversarial examples as a regularization. It was designed
for better model robustness [122]. Another promising approach for improving
the security of sensing-related Al models is the use of explainable AT (XAI)
techniques. XAl techniques enable users to understand how AI models arrive
at decisions, which can help identify potential vulnerabilities or attacks. XAI
techniques can also help improve the transparency and accountability of Al
models, which is increasingly important in applications that use AI models
to make critical decisions.

4.3. Formulation of Personal/Family Edge for Sensing

One of the key motivations of collaborative human sensing approaches
is the requirement of high-computation resources and better sensing perfor-
mance from large-scale Al models. With the increasing number of computing
end devices around people, we are now able to convert to another approach
that can fully utilize the computation resources of personal end devices in our
daily lives, e.g., smartphones, smartwatches, smart pads, laptops, and voice
assistants. These devices can jointly form a personal edge network to offload
human sensing computation tasks. The network can be further expanded into
a family edge which integrates the end devices for all family members. As
such, more computation resources are available to use and share, meanwhile
preserving personal/home privacy. The personal/family edge sounds like a
good alternative to existing human activity sensing frameworks; however, it
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faces a performance bottleneck because the upper limit of personal end de-
vices is still low compared with the powerful cloud server. We may adopt the
model segmentation technique to divide the sensing task into several parts
and then separately offload each part to different devices.

5. Conclusion

This work presents a systematic survey of research on privacy-preserving
human activity sensing. We comprehensively introduce and review existing
studies on human activity sensing from different perspectives, including sen-
sors, sensed signals, and involved privacy information. We also propose a new
taxonomy to categorize the previous solutions for privacy-preserving human
sensing, i.e., signal-level, algorithm-level, and system-level methods. Then,
we present representative methods and compare their pros and cons. Fur-
thermore, we discuss several promising directions in this field for the research
community to investigate. Our survey can serve as a valuable reference for
researchers and practitioners interested in privacy-preserving human activity
sensing.
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