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Large Language Models (LLMs) are becoming key enablers in adaptive and autonomous systems, particularly
under the paradigm of Industry 5.0, where human-centric design and generative Artificial Intelligence (AI)
technologies are increasingly deployed. However, the widespread of LLMs raises serious intellectual property
concerns, especially in few-shot learning scenarios where model customization is achieved through continuous
prompt tuning. Traditional watermarking methods fail to protect such models due to their limited data access
and fixed model parameters. To address this challenge, we propose a novel backdoor-based watermarking
framework tailored for continuous prompt learning in few-shot settings. Our method leverages semantic-aware
trigger generation and adaptive trigger assignment to embed robust and invisible behavioral watermarks
without compromising model performance. Specifically, we introduce a semantic alignment mechanism
to generate and filter watermark triggers. We also present an adaptive strategy to assign optimal triggers
based on decision boundary proximity. Experimental results across various NLP tasks demonstrate high
watermark detection accuracy, minimal impact on model utility, and resilience to adversarial removal. This
work contributes a practical and effective approach to copyright protection for generative AI models in
Industry 5.0 systems.
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1 INTRODUCTION
With the rapid development of generative Artificial Intelligence (AI) technology, Large Language
Models (LLMs) such as GPT-4 [26] and LLaMA [35] have demonstrated remarkable capabilities in
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various natural language processing (NLP) tasks, including intelligent question answering, text
generation, semantic analysis, and information retrieval. As key components in the ecosystem of
generative AI, LLMs are increasingly integrated into autonomous and adaptive systems driving
the evolution of Industry 5.0, where human-machine collaboration and real-time co-creation are
critical for enhancing industrial productivity, personalization, and resilience.
However, the increasing deployment of LLMs also face serious intellectual property (IP) risks.

These models, due to their high practicability and scalability, are vulnerable to model extraction
and prompt-stealing attacks, where adversaries can exploit limited query access to reconstruct
the model’s behavior or prompt information. The privacy protection of LLMs’ ownership has
gained regulatory attention; for example, in 2023, China’s Interim Measures for the Management
of Generative AI Services [25] explicitly require providers to protect data rights and IP.

Thus, researchers have proposed a range of watermarking techniques to embed ownership signals
into deep learning models to tackle these concerns. Traditional approaches, such as parameter-based
watermarking or fingerprinting, modify the model’s weights or outputs to embed identifiers. How-
ever, these techniques face significant limitations when applied to modern LLMs and particularly
to prompt-based learning paradigms, where models are adapted through frozen-parameter tuning
and continuous prompts rather than weight updates. In such contexts, watermarking must operate
independently of model parameters without sacrificing model performance.
Recent research has explored backdoor-based watermarking as a promising alternative. These

methods embed secret triggers into training data where the model behaves abnormally only under
specific conditions to enable ownership verification. Unlike traditional watermarks, backdoor-based
techniques exploit the inherent non-linearity and over-parameterization of neural networks to
encode robust and stealthy signals. Their stealthiness and resilience against adversarial removal
make them attractive for watermarking in sensitive or high-risk environments. Nevertheless,
existing backdoor watermarking methods typically assume access to large-scale training data and
direct modification of model parameters, which are infeasible in few-shot prompt tuning scenarios.
In continuous prompt learning, models interact via trainable prompt vectors while keeping the
pre-trained backbone frozen, resulting in limited opportunities to embed watermarks through
traditional means. Moreover, recent studies show that prompt-based models are vulnerable to
prompt-stealing attacks [32], further emphasizing the urgent need for IP protection strategies
tailored to this setting.

To address these challenges, we propose a novel watermarking framework tailored for copyright
protection in prompt-based LLMs. Our approach introduces a backdoor watermarking mechanism
for few-shot continuous prompt learning, leveraging semantic-aware trigger generation and adap-
tive trigger assignment to enhance robustness and stealth. Specifically, we design a semantic-aligned
trigger generation strategy that identifies high-confidence examples and creates semantically re-
lated candidate triggers, while filtering out ambiguous ones using cluster center similarity analysis.
We also develop an adaptive trigger optimization technique that selects watermark samples near
decision boundaries and dynamically assigns the most compatible trigger, ensuring high injection
success with minimal performance degradation. Extensive experiments across multiple NLP bench-
marks demonstrate that our method achieves reliable watermark embedding and detection while
preserving the model’s original capabilities. This work offers an effective and practical solution for
safeguarding intellectual property in generative AI models deployed in Industry 5.0 applications,
where adaptability, human-AI collaboration, and trustworthiness are essential.

The main contributions of this paper are summarized as follows:
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(1) We propose a novel backdoor-based watermarking framework tailored for few-shot con-
tinuous prompt learning, enabling copyright protection for large language models without
modifying pretrained parameters.

(2) We design a semantic-aware trigger generation strategy that selects high-confidence examples
and generates semantically relevant watermark triggers, while filtering ambiguous ones via
cluster similarity analysis to ensure stealth and effectiveness.

(3) We introduce an adaptive trigger optimization method that dynamically selects the most ap-
propriate trigger for each watermark sample based on its proximity to the decision boundary,
enhancing both the injection success rate and model utility.

(4) We conduct extensive experiments on multiple NLP benchmarks to validate the effectiveness,
robustness, and stealthiness of the proposed method, demonstrating its potential in securing
generative AI models in Industry 5.0 scenarios.

The remainder of this paper is organized as follows: Section 2 introduces the preliminary back-
ground knowledge. Section 3 formulates the research problem. Section 4 presents our backdoor
watermarking method. Section 5 proposes the experimental settings. Section 6 provides experimen-
tal results. Section 7 discusses related work. Section 8 presents the ethical considerations.Finally,
Section 9 concludes this paper.

2 PRELIMINARY BACKGROUND
2.1 Prompt Learning
Prompt learning is an emerging paradigm in natural language processing (NLP) that aims to guide
pretrained language models (PLMs) to perform downstream tasks by crafting specific prompts. It
reformulates downstream tasks into forms that PLMs can directly handle, leveraging their strong
language understanding and generation capabilities. Prompt learning can be broadly categorized
into discrete prompts, which use human-designed natural language templates, and continuous
prompts, which use trainable vectors. Discrete prompts, such as “This movie is [MASK],” are
intuitive and require minimal computational overhead, making them suitable for small-scale tasks.
However, they often rely heavily on domain knowledge and lack scalability. In contrast, continuous
prompts use learnable embeddings prepended to the input, which are optimized during training
to guide the model. These prompts require no handcrafted templates and scale better to complex
tasks with minimal human intervention.
Several representative continuous prompting methods have been proposed. Prompt-Tuning

(Lester et al.[16]) appends a series of trainable prompt embeddings 𝐿𝑝 = [𝐿1𝑝 , 𝐿2𝑝 , . . . , 𝐿𝑖𝑝 ] to the
input𝑊𝑖 ∈ 𝑅𝑛𝑑 , forming the final input𝑊 ∗. Only the prompt parameters are updated during
fine-tuning, keeping the PLM frozen. The prompt length and its dimensionality product directly
affect the parameter cost, making prompt length a crucial performance factor. Prefix-Tuning (Li et
al. [18]) inserts soft prompts 𝐿𝑝 = {𝐿1𝑝 , 𝐿2𝑝 , . . . , 𝐿𝑖𝑝 } into the hidden states of multi-head attention
layers. To improve training stability, these prompts are parameterized via a feed-forward network
(FFN). Prefix-Tuning enables efficient fine-tuning without altering the base model, but may face
stability issues in generative tasks. P-Tuning (Liu et al. [20, 21]) integrates prompts as trainable
embeddings into the input sequence, forming a structure like {ℎ1, · · · , ℎ𝑖 , 𝑐 (𝑤), ℎ𝑖+1, · · · , ℎ𝑛, 𝑐 (𝑤)},
where 𝑐 (𝑤) denotes pre-trained embeddings andℎ𝑖 are learnable prompts. This method freezes PLM
weights and fine-tunes only the prompt embeddings, enabling effective performance in low-resource
classification tasks.
In prompt learning, the verbalizer is a key component that maps the predicted token from the

answer space 𝑍 to a target label in the label space 𝑌 . Formally, the model predicts a token in 𝑍
to fill the masked position, which is then mapped to a label using a mapping function 𝑓 : 𝑍 →
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𝑌 . Verbalizers can be either discrete where both spaces are composed of tokens, or continuous
where both are vector representations. The design of a verbalizer should be tailored to the task’s
characteristics to ensure accurate label inference.

These approaches illustrate the growing importance of continuous prompts in adapting LLMs to
new tasks, especially in scenarios where model parameters cannot be modified and labeled data is
limited, such as the few-shot continuous prompt learning setting targeted in this paper.

2.2 Backdoor Attacks
Backdoor attacks, also known as Trojan attacks [10, 23], are a class of adversarial attacks targeting
deep learning models. By embedding a predefined backdoor trigger into the training process, an
adversary can manipulate the model to behave maliciously when the trigger is present in the
input, while maintaining normal performance on clean data. This stealthiness makes backdoor
attacks particularly threatening in real-world AI applications, where diverse inputs and dynamic
environments are common.
A backdoor trigger refers to a specific pattern such as a unique pixel patch in vision tasks or a

particular word sequence in NLP. It will activate the malicious behavior when it is presented in
the input. These triggers are typically injected during training and define the conditions under
which the backdoor is executed. A backdoor attack consists of two phases: training-time poisoning
and inference-time triggering. During training, the adversary (e.g., a malicious service provider)
constructs a poisoned dataset by combining clean samples 𝐷𝑐𝑙𝑒𝑎𝑛 = {𝑥𝑖 , 𝑦𝑖 } with maliciously altered
samples 𝐷𝑝𝑜𝑖𝑠𝑜𝑛 = {𝑥 ‘𝑖 , 𝑦‘𝑖 }, where 𝑥 ‘𝑖 contains the trigger and 𝑦‘𝑖 is the attacker’s target label. The
combined training set is 𝐷𝑏𝑎𝑐𝑘𝑑𝑜𝑜𝑟 = 𝐷𝑐𝑙𝑒𝑎𝑛 ∪ 𝐷𝑝𝑜𝑖𝑠𝑜𝑛 . A model trained on 𝐷𝑏𝑎𝑐𝑘𝑑𝑜𝑜𝑟 becomes a
backdoored model 𝑀𝑏𝑎𝑐𝑘𝑑𝑜𝑜𝑟 , which behaves normally on clean inputs but misclassifies any input
containing the trigger 𝑡 as the attacker-defined label 𝑦𝑡𝑎𝑟𝑔𝑒𝑡 .
The optimization objective of a backdoor attack can be formally expressed as:

argmin
𝜃

(
𝜆𝐿𝑐𝑙𝑒𝑎𝑛 (𝑀𝜃 , 𝐷𝑐𝑙𝑒𝑎𝑛) + (1 − 𝜆)𝐿𝑏𝑎𝑐𝑘𝑑𝑜𝑜𝑟 (𝑀𝜃 , 𝐷𝑝𝑜𝑖𝑠𝑜𝑛)

)
, (1)

where 𝜃 denotes the model parameters, 𝐿𝑐𝑙𝑒𝑎𝑛 and 𝐿𝑏𝑎𝑐𝑘𝑑𝑜𝑜𝑟 represent the loss on clean and poisoned
data respectively, and 𝜆 ∈ [0, 1] is a balancing hyperparameter. This formulation highlights the key
trade-off in backdoor attacks: preserving clean accuracy while ensuring high attack success rate
under the presence of triggers.

3 PROBLEM FORMULATION
In continuous prompt learning, models leverage trainable continuous prompt vectors to guide
PLMs in solving downstream tasks. This parameter-efficient learning paradigm has demonstrated
impressive performance in low-resource scenarios. However, its open prompt interface design
poses significant challenges for intellectual property (IP) protection. Recent studies have revealed
that prompt-stealing attacks can replicate prompt templates through reverse engineering, thereby
threatening the proprietary value of prompt-based models.

To address this issue, this paper proposes a backdoor watermarking-based copyright protection
method for continuous prompt learning models. The method embeds a covert watermark trigger
during training, enabling model tracing and ownership verification through behavior-based water-
marking. Specifically, the service provider injects watermark triggers into a small subset of training
samples provided to the user. These triggers, when combined with legitimate inputs, activate hidden
watermark behaviors, causing the model to exhibit pre-defined abnormal classification outputs.
This process establishes a unique behavioral signature that serves as a watermark. To ensure the
effectiveness and stealthiness of the protection, the proposed method satisfies the following criteria:
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(1) The watermark trigger is semantically relevant to the original task, making it difficult to
detect through statistical analysis;

(2) The watermark behavior is encoded in the continuous prompt space, requiring complete
reconstruction of prompts to remove;

(3) The injected watermark has minimal impact on the model’s original performance.

4 GENERAL FRAMEWORK
The overall framework of the proposed backdoor watermarking method is illustrated in Figure 1.
It is built upon two core components: a semantic-relevance-based watermark trigger generation
strategy and an adaptive watermark trigger optimization method.

In the trigger generation phase, the model first identifies seed samples from the training dataset
that with high prediction confidence for the target label. These samples are semantically aligned
with the target class and provide a strong foundation for generating effective watermark triggers.
Tokens are then randomly selected from the seed samples and recombined to construct an initial
pool of candidate triggers, which are filtered based on model-predicted probabilities to retain the
most promising combinations. To further enhance the semantic distinctiveness of the triggers
and reduce confusion with non-target samples, a cluster-center-based similarity calculation is
employed. This approach selects triggers with minimal semantic similarity to non-target samples,
thus improving watermark reliability.
In the adaptive watermark trigger optimization phase, the model computes the entropy of the

prediction probability distribution for each sample in a clean model. Samples with higher entropy,
typically those near decision boundaries, are selected for backdoor embedding due to their higher
sensitivity to parameter perturbations, making them more effective for linking triggers with target
labels. For each selected watermark sample, the semantic similarity with all candidate triggers is
dynamically calculated. Each sample is then assigned the trigger that best matches its semantic
features. This ensures that each backdoor sample is embedded with a trigger most aligned with its
semantics, leading to higher watermark detection rates, improved stealthiness, and minimal impact
on the model’s original performance.

Pre-trained Language Models (PLMs) 

Candidate trigger generation

training data benign model candidate trigger

adaptive trigger 
optimization

input sentence trigger continuous prompt

seed set acquisition with
prediction probability

confounding trigger 
elimination

𝜏௝[CLS] This movie is really good. [SEP] [v1] [v2] [v3] [MASK]. [SEP]

𝜏ଵ
𝜏ଶ

𝜏୩
𝜏ଷ

…

Fig. 1. System framework.
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4.1 Semantic-Relevance-Based Watermark Trigger Generation Strategy
In few-shot learning scenarios, where the number of training samples is limited, it is crucial that
generated watermark triggers are semantically aligned with the target label to ensure both trigger
quality and effective watermark embedding. To this end, we propose a semantic-relevance-based
watermark trigger generation strategy, as illustrated in Algorithm 1.

Given a dataset 𝐷 = {(𝑥𝑖 , 𝑦𝑖 )}, where each input 𝑥𝑖 = (𝑤1,𝑤2, · · · ,𝑤𝑙𝑖 ) is a token sequence of
length 𝑙𝑖 , and 𝑦𝑖 is the corresponding label, we first split the dataset into a training set 𝐷𝑡𝑟𝑎𝑖𝑛 , a vali-
dation set 𝐷𝑣𝑎𝑙 , and a test set 𝐷𝑡𝑒𝑠𝑡 . A clean model𝑀𝑐 is trained on 𝐷𝑡𝑟𝑎𝑖𝑛 and then used to predict
the probability 𝑝𝑇 (𝑥𝑖 ) that each sample belongs to a specific target label 𝑦𝑇 . These probabilities
reflect the model’s confidence in classifying each sample as the target label, where higher probabil-
ities indicate samples that contain tokens with a greater influence on the prediction. Samples are
then sorted based on 𝑝𝑇 (𝑥𝑖 ), and the top 𝑃 samples with the highest prediction probabilities are
selected as the seed set, denoted as: 𝐷𝑠𝑒𝑒𝑑 = {(𝑥𝑠1 , 𝑦𝑇 ), (𝑥𝑠2 , 𝑦𝑇 ), · · · , (𝑥𝑠𝑚 , 𝑦𝑇 )}, where 𝑠1, 𝑠2, · · · , 𝑠𝑚
are the indices of samples labeled with 𝑦𝑇 . This selection process identifies samples that are both
highly semantically correlated with the target label and significantly contribute to the model’s
predictive performance.

Next, a candidate trigger pool is constructed by randomly sampling and combining tokens from
the seed set 𝐷𝑠𝑒𝑒𝑑 . For each seed sample, several token combinations are randomly generated and
input into the clean model𝑀𝑐 , which evaluates their prediction probability for the target label. The
top 𝑁 combinations yielding the highest prediction probabilities are retained as the initial trigger
candidate set: 𝑇𝑓 𝑖𝑟𝑠𝑡 = {𝜏1, 𝜏2, · · · , 𝜏𝑁 }. This ensures that the selected candidate triggers are not
only semantically relevant to the target label but also capable of effectively steering the model’s
output toward the desired classification.
The initial candidate set of watermark triggers, 𝑇𝑓 𝑖𝑟𝑠𝑡 , is primarily designed to ensure effective

watermark embedding. However, experimental results indicate that some triggers in 𝑇𝑓 𝑖𝑟𝑠𝑡 may
be too semantically similar to non-target samples in the embedding space, leading to a confusion
effect. Embedding such confusing triggers can cause the model to incorrectly classify non-target
samples as the target label 𝑦𝑇 , thereby degrading its predictive performance.

Previous work, such as BadPrompt [2], attempted to filter out confusing triggers by computing
the average cosine similarity between each trigger and all non-target samples. However, this
approach has several limitations. First, simple averaging fails to account for label correlations and
hierarchical structures in multi-label tasks, potentially overlooking the influence of certain labels,
especially when inter-label sample diversity is high. Second, outlier samples can disproportionately
affect the similarity calculation. Lastly, average similarity does not effectively capture the diversity
within the non-target sample space, which may result in high similarity between triggers and
certain non-target examples.

To address these issues, we adopt a clustering-based similarity evaluation strategy. Specifically,
we apply k-means clustering to all non-target samples 𝐷𝑛𝑡 , partitioning them into several clusters,
each represented by a cluster center 𝑐𝑘 . These centers serve as compact representations of the
overall feature distributions of non-target samples, avoiding the need for exhaustive pairwise
comparisons.
For each candidate trigger 𝜏𝑖 , we compute its cosine similarity with each cluster center 𝑐𝑘 as

follows:

𝑆𝑖𝑚(𝜏𝑖 , 𝑐𝑘 ) =
ℎ𝜏𝑖𝑐𝑘

| |ℎ𝜏𝑖 | |𝑐𝑘
, (2)

where ℎ𝜏𝑖 denotes the hidden representation of the trigger 𝜏𝑖 , and 𝑐𝑘 is the center of the 𝑘-th cluster.
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The final similarity score for each trigger is obtained by averaging its similarities across all
cluster centers. We then select the 𝐾 triggers with the lowest average similarity scores to form the
final candidate set: 𝑇𝑓 𝑖𝑛𝑎𝑙 = {𝜏1, 𝜏2, · · · , 𝜏𝑘 }. This clustering-based refinement strategy effectively
mitigates the risk of excessive semantic overlap between triggers and non-target samples, while also
considering the overall distributional structure of the data. It is particularly well-suited for multi-
label classification tasks and helps improve trigger quality. As a result, the final watermark triggers
exhibit enhanced detectability with minimal degradation to the model’s accuracy on clean samples.
This method proves especially beneficial in few-shot learning settings, where it significantly boosts
both watermark robustness and attack effectiveness.

4.2 Adaptive Watermark Trigger Optimization Method
Existing studies, such as those by Li et al.[19] and Zhang et al.[48], have shown that the effectiveness
of a trigger varies significantly across different samples. Therefore, in the adaptive watermark
trigger optimization phase, the objective is to assign the most suitable trigger to each backdoor
watermark sample in order to maximize the effectiveness of the watermark embedding while
preserving the model’s accuracy on clean samples. To achieve this, we introduce a sample selection
strategy based on proximity to the decision boundary, which helps identify samples that have a
greater influence on the model’s predictions.
Specifically, given a training set 𝐷𝑡𝑟𝑎𝑖𝑛 containing 𝑛 samples, we first compute the entropy of

the predicted probability distribution for each sample using the clean model𝑀𝑐 :

𝐻 (𝑥𝑖 ) = −
𝑐𝑘∑︁
𝑐=𝑐1

𝑝 (𝑐 |𝑥𝑖 ) log𝑝 (𝑐 |𝑥𝑖 ). (3)

Samples with higher entropy are typically located near the decision boundary and are more sen-
sitive to parameter changes. Embedding watermarks into such high-uncertainty samples allows for
a more effective association between the trigger and the target label, while minimizing interference
with normal model behavior.

From the top 𝑁 high-entropy samples, we select 𝑛𝑝 samples for watermark embedding, leaving
the remaining 𝑛𝑐 = 𝑛 −𝑛𝑝 samples unaltered as clean data. These two subsets are then used to train
the watermarked model𝑀 .

For a given backdoor sample 𝑥 ( 𝑗), the probability distribution over candidate watermark triggers
𝜏𝑖 ∈ 𝑇 is computed as follows:

𝛼 ( 𝑗)𝑖 =
exp

(
(𝑒𝜏𝑖 ⊕ 𝑒 𝑗 )𝜇

)∑
𝜏𝑘 ∈𝑇 exp

(
(𝑒𝜏𝑘 ⊕ 𝑒 𝑗 )𝜇

) (4)

Here, 𝑒𝜏𝑖 and 𝑒 𝑗 denote the embedding representations of trigger 𝜏𝑖 and sample 𝑥 ( 𝑗), respectively;
𝜇 is a learnable context vector; and ⊕ denotes concatenation.

Since directly sampling discrete candidate triggers is non-differentiable, we employ the Gumbel-
Softmax technique to approximate the sampling process with a differentiable vector representation.
The specific formulation is as follows:

𝛽 ( 𝑗)𝑖 =
exp(log(𝛼 ( 𝑗)𝑖 ) +𝐺𝑖 )/𝑡∑𝐾
𝑘=0 exp(log(𝛼 ( 𝑗)𝑖 ) +𝐺𝑖 )/𝑡

. (5)

Here,𝐺𝑖 and𝐺𝑘 are values sampled from the Gumbel distribution Gumbel(0,1), and 𝑡 is a temperature
hyperparameter.

Based on the computed probability distribution, we perform a weighted sum over all candidate
watermark triggers to obtain the final embedded representation of the backdoor watermark sample.
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Algorithm 1 Semantic-Relevance-Based Watermark Trigger Generation Strategy.
1: Input: Training set 𝐷𝑡𝑟𝑎𝑖𝑛 = {(𝑥𝑖 , 𝑦𝑖 )}, target label 𝑦𝑇 , clean model𝑀𝑐 , number of seed samples
𝑃 , number of candidate watermark triggers 𝑁 , and number of final watermark triggers 𝐾 .

2: Output: Final set of watermark triggers 𝑇𝑓 𝑖𝑛𝑎𝑙 .
3: Initialize the list of prediction probabilities: 𝐿𝑝𝑟𝑜𝑏 ← ∅.
4: for 𝑖 = 1 to |𝐷𝑡𝑟𝑎𝑖𝑛 | do
5: Use model 𝑀𝑐 to compute the predicted probability 𝑝𝑇 (𝑥𝑖 ) that sample 𝑥𝑖 belongs to the

target label 𝑦𝑇 .
6: Append (𝑥𝑖 , 𝑝𝑇 (𝑥𝑖 )) to the list 𝐿𝑝𝑟𝑜𝑏 .
7: end for
8: Sort 𝐿𝑝𝑟𝑜𝑏 in descending order based on 𝑝𝑇 (𝑥𝑖 ), and select the top 𝑃 samples to form the seed

set 𝐷𝑠𝑒𝑒𝑑 .
9: Initialize the trigger candidate set: 𝑇𝑓 𝑖𝑟𝑠𝑡 ← ∅.
10: for each sample 𝑥 ∈ 𝐷𝑠𝑒𝑒𝑑 do
11: for 𝑗 = 1 to the number of trigger generation iterations do
12: Randomly select a group of tokens from 𝑥 and combine them to form a candidate trigger

𝜏 𝑗 .
13: Input 𝜏 𝑗 into model𝑀𝑐 , and compute the prediction probability 𝑝 𝑗 for label 𝑦𝑇 .
14: Append (𝜏 𝑗 , 𝑝 𝑗 ) to 𝑇𝑓 𝑖𝑟𝑠𝑡 .
15: end for
16: end for
17: Sort 𝑇𝑓 𝑖𝑟𝑠𝑡 in descending order based on predicted probability scores, and retain the top 𝑁

triggers.
18: Construct the k-means cluster centers for the non-target sample set 𝐷𝑛𝑡 , resulting in the set of

cluster centroids 𝐶 = {𝑐1, 𝑐2, · · · , 𝑐𝑘 }.
19: Initialize the final watermark trigger set𝑇𝑓 𝑖𝑛𝑎𝑙 ← ∅, and and the similarity score list 𝐿𝑠𝑖𝑚 ← ∅.
20: for each candidate trigger 𝜏𝑖 ∈ 𝑇𝑓 𝑖𝑟𝑠𝑡 do
21: Compute the embedding representation vector ℎ𝜏𝑖 of the trigger 𝜏𝑖 .
22: Initialize cumulative similarity score 𝑠𝑖𝑚𝑠𝑢𝑚 ← 0.
23: for each cluster center 𝑐 𝑗 ∈ 𝐶 do
24: Compute the cosine similarity 𝑠𝑖𝑚 ← 𝑐𝑜𝑠𝑖𝑛𝑒 (𝜏𝑖 , 𝑐 𝑗 ).
25: Accumulate the similarity score: 𝑠𝑖𝑚𝑠𝑢𝑚 ← 𝑠𝑖𝑚𝑠𝑢𝑚 + 𝑠𝑖𝑚.
26: end for
27: Compute the average similarity: 𝑎𝑣𝑔𝑠𝑖𝑚 ← 𝑠𝑖𝑚𝑠𝑢𝑚/|𝐶 |.
28: Append (𝜏𝑖 , 𝑎𝑣𝑔𝑠𝑖𝑚) to the similarity list 𝐿𝑠𝑖𝑚 .
29: end for
30: Sort 𝐿𝑠𝑖𝑚 in ascending order based on 𝑎𝑣𝑔𝑠𝑖𝑚 , and select the top 𝐾 triggers to form the final

watermark trigger set 𝑇𝑓 𝑖𝑛𝑎𝑙 .
31: Return 𝑇𝑓 𝑖𝑛𝑎𝑙 .

The formulation is as follows:

𝑒𝜏 ′
𝑗
=

𝐾∑︁
𝑖=0

𝛽 ( 𝑗)𝑖𝑒𝜏𝑖 . (6)
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Next, the weighted watermark trigger embedding 𝑒 ′𝜏 𝑗 is concatenated with the embedding of sample
𝑥 ( 𝑗), denoted as 𝑒 𝑗 , to construct the final backdoor watermark sample representation:

𝑒∗𝑗 = 𝑒𝜏 ′𝑗 ⊕ 𝑒 𝑗 . (7)

Through this approach, each backdoor watermark sample is paired with the most appropriate
trigger. The final representation 𝑒∗𝑗 is then used to train the model, enabling effective watermark
injection while maintaining the model’s predictive performance.

5 EXPERIMENTAL SETTINGS
This section presents the datasets, evaluation metrics, experimental settings, and parameter config-
urations used during both the training and testing phases.

5.1 Experimental Datasets
To validate the effectiveness and feasibility of the proposed watermarking method, we conducted ex-
periments on several NLP benchmark datasets. These datasets span various tasks such as sentiment
analysis and opinion classification, including:
(1) SST-2 (Stanford Sentiment Treebank 2) [33]: A binary sentiment classification dataset con-

taining movie reviews. Each class (positive and negative) includes 16 training samples and 16
validation samples, with 872 samples in the test set.

(2) MR (Movie Reviews) [28]: A sentiment analysis dataset consisting of positive and negative
movie reviews. Each class contains 16 training samples and 16 validation samples, with 2000
test samples.

(3) CR (Customer Reviews) [13]: A customer review sentiment dataset, comprising two classes
(positive and negative). Each class includes 16 training samples and 16 validation samples,
with 2000 samples in the test set.

(4) SUBJ (Subjectivity) [27]: A subjectivity classification dataset with two categories: subjective
and objective. Each class contains 16 training samples and 16 validation samples, and the test
set consists of 2000 samples.

(5) TREC (Text REtrieval Conference) [37]: A question classification dataset with six categories.
Each class includes 16 training samples and 16 validation samples, with 500 test samples in
total.

These datasets represent typical few-shot learning scenarios, effectively simulating real-world
situations where training data is limited. They also allow us to thoroughly evaluate the robustness
of the proposed method across various tasks and data distributions.

5.2 Evaluation Metrics
To comprehensively assess the performance of the proposed backdoor watermarking method, we
employ the following evaluation metrics:
(1) Clean Accuracy (CA): The classification accuracy of the model on clean, watermark-free

inputs. This metric evaluates the extent to which the watermarking process affects the model’s
original task performance. A higher CA indicates less interference with the model’s intended
functionality.

(2) Watermark Detection Rate (WDR): The proportion of watermarked inputs (with trigger
phrases) for which the model outputs the predefined target label. A higher WDR reflects
greater watermark efficacy and more reliable ownership verification.

(3) Composite Score (CA + WDR): A combined metric that reflects the balance between model
performance and watermark detection ability. A higher composite score suggests that the
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method successfully protects intellectual property without significantly impairing the model’s
normal task accuracy.

5.3 Experimental Baselines
This study compares the proposed watermarking method against four representative backdoor
attack baselines: BadNet [10], RIPPLES [15], LWS [31], and EP [44]. Although originally developed
for adversarial purposes, these methods share core mechanisms with watermarking, namely ma-
nipulating model outputs via stealthy triggers. By adapting these approaches to the context of
intellectual property protection, we aim to evaluate and highlight the advantages of our method
in terms of stealthiness and robustness, while also exposing the limitations of directly applying
traditional backdoor attacks to copyright verification scenarios (e.g., significant degradation in
model performance).

The baseline comparison is designed to demonstrate the novelty of our approach in achieving an
effective trade-off between watermark embedding success and model utility. Each baseline method
has been widely used in NLP for assessing model vulnerabilities to backdoor attacks, and each
employs a distinct trigger design and attack strategy:
(1) BadNet [10]: A word-level backdoor attack that injects rare trigger words into training

samples, embedding a backdoor into the model via word embeddings.
(2) RIPPLES [15]: Introduces imperceptible perturbations to pretrained weights to implant a

backdoor, without requiring access to the model’s internal architecture.
(3) LWS [31]: A trigger-based attack that substitutes specific words in the input with predefined

trigger tokens to activate malicious behavior.
(4) EP (Embedding Poisoning) [44]: Modifies the model’s word embedding layer directly, cor-

rupting input representations such that the model behaves abnormally in the presence of
specific triggers.

5.4 Experimental Environments
Experiments were conducted on a high-performance server equipped with two GeForce RTX 3090
GPUs and an AMD EPYC 7302 CPU, ensuring sufficient computational resources for fine-tuning
and evaluating large-scale pretrained language models (PLMs).

We selected RoBERTa-large [24] as the base PLM and tested our method under two continuous
prompt tuning frameworks: DART [47] and P-tuning [22]. Both frameworks are known for their
effectiveness in few-shot scenarios and provide a realistic simulation of practical prompt-based
learning setups.

To systematically assess the effectiveness and robustness of our approach, we configured detailed
hyperparameter settings for both clean models and watermarked models, as shown in Tables 1
and 2. Additionally, to ensure a comprehensive comparison, we included the four aforementioned
backdoor baselines (BadNet, RIPPLES, EP, and LWS) in our experiments. Their corresponding
hyperparameter configurations are summarized in Table 3.

6 EXPERIMENTAL RESULTS
6.1 Watermarking Performance
To comprehensively evaluate the performance of our method and ensure the reliability and stability
of the results, we conduct experiments using DART and P-tuning as continuous prompt-based
models. As shown in Figure 2, our proposed approach consistently outperforms all baseline methods
across all five datasets. In terms of clean accuracy (CA), our method achieves significantly better
results than the baselines on every dataset. For example, on the SST-2 dataset using the DART
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Table 1. Hyperparameter settings for clean model experiments.

Hyperparameters Values
Step 1 Learning Rate 3 × 10−5, 3 × 10−4
Step 2 Learning Rate 1 × 10−5, 5 × 10−5, 1 × 10−4, 2 × 10−4

Weight Decay 0, 0.01, 0.05, 0.1
Number of Training Epochs 20, 30

Batch Size 4, 8, 16, 24, 32
Maximum Sequence Length 128
Gradient Accumulation Steps 1, 2

Base Prompts for SST-2, MR, CR text”, it”, was”, <mask>”, .”
Base Prompts for SUBJ text”, This”, is”, <mask>”, .”
Base Prompts for TREC <mask>”, .”, “text”

Table 2. Hyperparameter settings for watermarked model experiments.

Hyperparameters Values
Learning Rate for Adaptive Trigger Optimization 1 × 10−5

Batch Size 4
Target Label for Subjectivity Classification “subjective”

Target Label for Sentiment Analysis “positive”
Target Label for Multi-label Classification “entity”
Number of Candidate Watermark Triggers 20

Trigger Length 3

Table 3. Baseline methods and corresponding hyperparameters.

Methods Initial Learning Rates Batch Sizes Trigger Types
BadNet 1 × 10−4 8 Rare Word
RIPPLES 2 × 10−5 32 Rare Word

EP 5 × 10−2 32 Rare Word
LWS 2 × 10−5 32 Word Substitution

model, our method achieves a CA of 92.1%, showing only a slight drop compared to the benign
model. In contrast, baseline methods such as LWS and EP exhibit the worst performance, with CA
values dropping by more than 40%. This demonstrates that our method maintains high performance
on the primary task even after watermark embedding. Regarding watermark detection rate (WDR),
our approach also performs exceptionally well, achieving near-perfect detection across all datasets.
In the DART experiments, for instance, our method reaches 98.5% WDR on the MR dataset and
97.5% on the SUBJ dataset.

Notably, although EP and LWS achieve relatively high WDR scores on most datasets, they exhibit
the lowest CA scores among all methods. Their triggers successfully manipulate the model’s output,
but the result is that the model predominantly predicts a single target label. This phenomenon
can be attributed to two main factors. First, the original backdoor training frameworks were not
designed for few-shot learning scenarios. As a result, in low-data conditions, watermark-embedded
models are prone to severe imbalance, significantly impairing their generalization ability. Second,
the triggers generated by previous methods fail to balance two key properties: informativeness (i.e.,
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the trigger should help the model more accurately predict the target label) and distinctiveness (i.e.,
the trigger should be semantically distinguishable from non-target samples to avoid confusion).
The lack of joint consideration of these properties causes EP and LWS triggers to dominate the
model excessively, forcing it to predict the target label for most inputs, which in turn drastically
reduces classification accuracy on clean samples.
Our method demonstrates high CA and WDR across all datasets, resulting in strong overall

performance (CA + WDR). This effectiveness can be attributed to the synergy between two core
components of our framework: candidate trigger generation and adaptive trigger optimization. By
selecting seed samples from high-confidence instances and generating candidate triggers seman-
tically aligned with the target label while filtering out ambiguous ones, we ensure the quality of
watermark triggers. Furthermore, our adaptive trigger optimization selects backdoor samples near
decision boundaries and assigns the most suitable trigger to each, thereby enhancing WDR while
preserving CA under normal inputs.

6.2 Effectiveness of Adaptive Watermark Trigger Optimization
In this experiment, we evaluate the effectiveness of our proposed adaptive watermark trigger
optimization method using two continuous prompt learning frameworks, DART and P-tuning,
across five representative datasets: SST-2, MR, CR, SUBJ, and TREC. We compare our method with
three alternative strategies: (1) random trigger injection (random), (2) selecting the trigger with the
highest predicted probability for the target label (top-1), and (3) using unfiltered triggers that may
confuse non-target samples (w.o. dropout). Figure 3 demonstrates that our approach consistently
achieves the best performance across all datasets and both model architectures.

Although the random and top-1 strategies are easy to implement, they neglect the optimal match
between samples and triggers, failing to account for the fact that different samples may require
different triggers for optimal effect. For example, on the MR dataset with the DART model, the
random strategy yields a WDR of only 84.0% and a low CA of 4.5%. The top-1 strategy performs
even worse in WDR, dropping to 75.0% on the same dataset. The w.o. dropout strategy performs
reasonably well on some datasets but omits the dropout-based filtering mechanism, which is crucial
for eliminating confusing triggers that are semantically similar to non-target samples. This omission
severely impacts model performance on clean inputs. For instance, on the TREC dataset, its CA
drops to 70.5%, significantly lower than our method’s 86.0%.
In contrast, our adaptive method enhances both the precision and robustness of watermark

embedding. It does so by calculating the prediction entropy for each sample to identify those near
decision boundaries, where these samples are more sensitive to trigger injection. Additionally,
our method uses a dropout-based filtering mechanism to remove ambiguous triggers, thereby
improving both WDR and CA. For instance, on the MR dataset, the DART model achieves a WDR
of 98.5% with our method, far surpassing both random and top-1, while maintaining a CA of
87.0%. Moreover, by extracting semantically relevant triggers from high-confidence seed samples,
our method further strengthens the stealthiness of the watermark. This comprehensive strategy
accounts for sample uncertainty, semantic relevance, and non-confusability, significantly boosting
the success rate of watermark embedding while preserving the model’s classification accuracy on
clean data. These results demonstrate that our method effectively balances copyright protection
and model performance.

6.3 Impact of Watermark Trigger Length
In this experiment, we investigate how the length of watermark triggers, defining as the number of
tokens in each trigger, affects the effectiveness of watermark injection. Experiments were conducted
on five datasets. Since longer triggers are more easily detected, we limited the trigger length to a
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(a) SST-2 DART.
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(b) SST-2 P-tuning.
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(c) MR DART.
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(d) MR P-tuning.
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(e) CR DART.
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(f) CR P-tuning.
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(g) SUBJ DART.
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(h) SUBJ P-tuning.

B a d N e t R I P P L E S E P L W S O u r s0 %

2 0 %

4 0 %

6 0 %

8 0 %

1 0 0 %

 C A
 W D R
 B e n i g n  C A

(i) TREC DART.
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(j) TREC P-tuning.

Fig. 2. Watermarking performance.

range of 1 to 6 tokens. Figure 4 presents the clean accuracy (CA) and watermark detection rate
(WDR) across different trigger lengths.

The results reveal a clear trend: increasing trigger length initially improves performance but
with diminishing returns. As the length increases from 1 to 3, WDR improves significantly across
datasets, especially for SST-2 and MR. For instance, in the MR dataset using the DART model, WDR
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(a) SST-2 DART.
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(b) SST-2 P-tuning.
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(c) MR DART.
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(d) MR P-tuning.
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(e) CR DART.
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(f) CR P-tuning.
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(g) SUBJ DART.
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(h) SUBJ P-tuning.
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(i) TREC DART.
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(j) TREC P-tuning.

Fig. 3. Effectiveness of adaptive watermark trigger optimization.

rises from 90.2% to 98.5% as the trigger length increases from 1 to 3. However, beyond length 3,
although WDR continues to improve slightly, the model’s performance on clean data begins to
deteriorate. For example, in the SUBJ dataset, increasing the trigger length from 3 to 4 results in a
noticeable drop in CA (from 90.5% to 88.6%) with the DARTmodel. This suggests that longer triggers
may be more intrusive or easier to detect, potentially interfering with the model’s normal reasoning.
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Overall, a trigger length of 3 strikes the optimal balance between watermark effectiveness and
model performance, making it the best practice for our method.
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(d) P-tuning + WDR.

Fig. 4. Impact of watermark trigger length.

6.4 Impact of the Number of Candidate Watermark Triggers
We also examine how the number of candidate watermark triggers affects watermark injection
performance. Figure 5 illustrates the performance of our method across various datasets with
different candidate set sizes. Overall, both clean accuracy (CA) and watermark detection rate (WDR)
remain relatively stable as the number of candidates increases, with only minor fluctuations. This
demonstrates the robustness of our approach, even with a limited candidate pool, our method can
effectively identify high-quality triggers. This is because the method does not rely on using all
candidates indiscriminately. Instead, it employs adaptive watermark trigger optimization to select
the most suitable trigger for each poisoned sample. This mechanism ensures stable watermark
embedding while minimizing performance degradation on clean tasks.
Furthermore, the data show that increasing the number of candidates from 10 to 20 leads to

moderate improvements in WDR. For example, in the MR dataset with the DART model, WDR
improves from 97.6% to 98.5%, while CA remains stable at around 87.0%. This indicates that a
modest expansion of the candidate set enhances the trigger selection process. However, further
increasing the number to 100 or 200 does not yield substantial performance gains; in some cases,
it causes slight declines. This may be attributed to the introduction of redundant or low-quality
triggers, which introduce noise during training. In conclusion, maintaining the candidate set size
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at around 20 offers an optimal balance, providing sufficient diversity for effective trigger selection
while preserving model stability.

Number of candidate triggers
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(d) P-tuning + WDR.

Fig. 5. Impact of the number of candidate watermark triggers.

6.5 Impact of Parameter-Sensitive Samples on Watermark Injection
This experiment focuses on evaluating the effectiveness of injecting watermarks into parameter-
sensitive samples located near the decision boundary. Such samples are highly responsive to
changes in model parameters, making them particularly advantageous for watermark embedding.
To assess this strategy, we conducted experiments across five benchmark datasets (SST-2, MR,
CR, SUBJ, TREC) and two model frameworks (DART and P-tuning), comparing two groups: one
using parameter-insensitive samples (“non-sensitive”) and the other targeting parameter-sensitive
samples (“sensitive”). Evaluation metrics include clean accuracy (CA), watermark detection rate
(WDR), and a combined performance score (SUM).

As shown in Table 4, experimental results demonstrate that targeting parameter-sensitive sam-
ples significantly improves watermark detection rates across most datasets, with minimal or no
degradation in model accuracy. For instance, using the DART model on the SST-2 dataset, CA
slightly decreased from 92.2% to 92.1%, while WDR improved markedly from 79.5% to 97.2%. In
the MR dataset, CA increased from 86.3% to 87.0%, with WDR rising from 84.0% to 98.5%. For the
P-tuning model, WDR on the MR dataset slightly decreased to 90.5%, despite a CA improvement
from 75.5% to 76.5%. However, on the TREC dataset, CA rose from 85.5% to 86.0%, whileWDR surged
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from 94.5% to 98.8%. These results indicate that embedding watermarks in parameter-sensitive
samples can consistently enhance WDR without compromising model accuracy.
These findings validate the effectiveness of the sample selection strategy based on proximity

to the decision boundary. Because samples near the decision boundary are more sensitive to
parameter changes, embedding watermarks into such instances facilitates a stronger and more
precise association between the watermark trigger and the target label. This approach improves both
the stealthiness and robustness of the watermark, making it more difficult for adversaries to detect
or remove. Furthermore, it enables more efficient watermark injection, contributing meaningfully
to model intellectual property protection. The strategy also proves effective under few-shot learning
scenarios, offering practical support in data-scarce environments. In summary, this experiment
highlights the advantages of leveraging parameter-sensitive samples for watermark injection
and presents a reliable, efficient solution for protecting the intellectual property of prompt-based
language models.

Table 4. Impact of parameter-sensitive samples on watermark injection.

Evaluate MetricsModels Datasets Settings CA (%) WDR (%)
non-sensitive 92.2 79.5SST-2 sensitive 92.1 97.2
non-sensitive 86.3 84.0MR sensitive 87.0 98.5
non-sensitive 90.2 88.7CR sensitive 91.0 95.0
non-sensitive 90.7 86.8SUBJ sensitive 90.5 95.0
non-sensitive 86.2 85.0

DART

TREC sensitive 86.0 90.0
non-sensitive 93.0 93.5SST-2 sensitive 92.2 99.5
non-sensitive 75.5 92.5MR sensitive 76.5 90.5
non-sensitive 89.3 92.2CR sensitive 90.0 96.5
non-sensitive 90.8 94.3SUBJ sensitive 90.1 97.5
non-sensitive 85.5 94.5

P-tuning

TREC sensitive 86.0 98.8

7 RELATEDWORK
7.1 Prompt Learning
Prompt learning has emerged as a novel paradigm in natural language processing (NLP), where
downstream tasks are guided by incorporating prompts into the input of a pre-trained language
model (PLM). This approach has shown impressive performance, particularly in few-shot learning
scenarios. However, it is also vulnerable to backdoor attacks. Lei et al. [43] observed that the unique
training and inference mechanisms of prompt learning make it susceptible to backdoor threats,
even in the absence of explicit security flaws. Traditional backdoor attacks often rely on injecting
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anomalous characters or phrases as triggers, but these are typically easy to detect. To address this
limitation, Zhao et al. [49] proposed ProAttack, a clean-label, prompt-based backdoor attack. In
this method, the prompt itself functions as the trigger, eliminating the need to insert abnormal
patterns. ProAttack effectively induces the model to produce the target output during inference
and achieves nearly 100% attack success rate in both data-rich and few-shot settings. Similarly, Du
et al. [8] introduced PPT, a backdoor attack method that injects carefully crafted triggers during
soft prompt tuning. Once the prompt is loaded, the fixed-parameter PLM can be manipulated
to output attacker-defined labels when specific words appear. The core mechanism establishes a
“shortcut” in the model between the trigger word and the target label, allowing attackers to control
model predictions using minimal prompt input. PPT achieves up to 99% attack success rate across
various text classification tasks, with negligible impact on the model’s performance on clean data,
demonstrating both high stealth and strong practicality.

7.2 Backdoor Attacks
Backdoor attacks are a form of adversarial manipulation wherein malicious samples are injected into
the training data, enabling the model to behave normally during standard inference while producing
attacker-specified incorrect outputs when triggered by specific patterns. A typical backdoor attack
involves three stages: data poisoning, model training, and attack execution. The attacker implants
samples embedded with a predefined trigger into the training set and assigns them incorrect labels.
During training, the model learns to associate the trigger with the target label. As a result, once
deployed, the model outputs the attacker-defined label when encountering inputs containing the
trigger, while maintaining normal behavior for clean inputs. Due to their stealthy nature, such
attacks are often difficult to detect by model owners or end users. In the image domain, Gu et al.[10]
first introduced the concept of backdoor attacks against deep neural networks in 2017, laying the
groundwork for subsequent research in this area. Since then, numerous variants and techniques
have been proposed. For example, Chen et al.[5] demonstrated that adding a small patch to an
image could cause misclassification during testing.
Unlike the image domain, backdoor attacks in natural language processing (NLP) face unique

challenges due to the high-dimensional, sequential nature of text, which consists of characters,
words, or phrases. Consequently, backdoor attacks in NLP are more complex and are generally
categorized into two main approaches: representation-space-based and feature-space-based attacks.
In representation-space-based attacks, Liu et al.[23] replaced or inserted specific characters or words,
where poisoned samples were crafted by embedding a predefined word sequence and relabeling
them with the attacker’s target label. These poisoned samples were then mixed with clean data to
train the model, successfully introducing backdoors into sentiment analysis models. Dai et al.[45]
adopted a similar trigger-based method, inserting triggers at random positions and achieving up to
99% attack success. However, such approaches suffer from the drawback that their triggers are often
conspicuous and easily detectable through manual inspection. To address this, Kurita et al.[15]
proposed using rare characters or tokens as stealthy triggers. In 2021, Chen et al.[6] categorized
backdoor attacks into character-level, word-level, and sentence-level variants, introducing triggers
by means of character manipulation, insertion of specific or rare words, or full-sentence alterations.
These techniques maintained high accuracy on clean data while achieving over 90% attack success
rates. To further enhance stealth, researchers began exploring methods to reduce the visibility of
triggers. Li et al. [17] proposed an innovative approach that placed natural-sounding word phrases
at the beginning of each training instance and then used a language model to generate semantically
coherent continuations as triggers. This method produced poisoned samples that retained fluent,
natural semantics without introducing rare or suspicious patterns, and achieved over 95% attack
success.
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In feature-space-based attacks, Qi et al. [30] proposed using syntactic structures as triggers. By
generating poisoned samples with fixed syntactic parse trees, the model could be manipulated to
output attacker-defined labels when inputs with similar syntax were encountered during inference.
This approach demonstrated robustness under common defense mechanisms, maintaining over 95%
success rates. Qi et al. [29] introduced a grammar-style transfer-based backdoor attack, wherein
the model is triggered by texts that follow a specific stylistic pattern. The generated samples
are semantically coherent and grammatically fluent, significantly enhancing the stealthiness and
practicality of the attack.

7.3 Model Watermarking
Recent advancements in model watermarking have been made across three main paradigms:
parameter-based watermarking, fingerprint-based watermarking, and backdoor-based watermark-
ing. In parameter-based approaches, researchers embed watermarks directly into the weights of
deep models using various techniques aimed at maintaining model performance while enhancing
watermark stealthiness and robustness. Fingerprint-based watermarking emphasizes the uniqueness
of user identity and security of intellectual property protection by embedding distinct fingerprints
into models for user traceability and management. Backdoor-based watermarking leverages back-
door mechanisms to achieve more covert and resilient watermarking, with minimal impact on
model utility. Collectively, these studies demonstrate the potential of watermarking techniques in
protecting the intellectual property of deep learning models, while also highlighting challenges in
secrecy, robustness, and real-world deployment.

Parameter-based watermarking: Parameter-based watermarking involves embedding watermark
information directly into model weights, typically via loss functions or regularization terms to
ensure stable incorporation during training. These methods generally maintain high model accuracy
and resist common model modifications such as fine-tuning and pruning, but often struggle
against overwriting attacks. Uchida et al.[36] introduced a regularization-based method to embed
watermarks in weights. While effective against pruning and fine-tuning, the method is vulnerable to
overwriting attacks. Wang et al.[39] identified that this technique alters the statistical distribution of
model weights, revealing the presence and length of the watermark, which attackers can exploit to
remove it. Cortiñas-Lorenzo et al.[7] further demonstrated that optimization algorithms exacerbate
such distribution shifts, and proposed an orthogonal block-projection-based Adam optimizer to
mitigate this effect. Wang et al.[40, 41] innovatively modeled the watermark embedding and
detection processes as a generator-discriminator pair within a generative adversarial network
(GAN) framework, showing that the resulting weight distribution remains virtually unchanged post-
embedding. Kuribayashi et al.[14] adopted a DM-QIM-based method to embed watermarks in the
frequency domain ofmodel weights, then used inverse DCT to distribute these values across sampled
weights, minimizing distributional distortion while preserving detectability. Feng et al.[9] proposed
a compensation mechanism, using orthogonal transformation and spread-spectrum modulation
to generate a binary watermark, embedding it into weights before applying an inverse transform
and fine-tuning to restore any accuracy loss, significantly reducing embedding costs compared to
Uchida’s method. Wang et al. [38] further introduced a standalone neural network that takes the
model weights as input and synchronously updates both model and watermark network parameters
via backpropagation. The final released model contains the watermark, while the auxiliary network
is retained by the owner. These methods improve fidelity and robustness of parameter-based
watermarking by enhancing stealthiness, introducing compensation mechanisms, and leveraging
joint training frameworks. However, challenges remain in defending against sophisticated attacks.

Fingerprint-based watermarking: Fingerprint-based watermarking focuses on uniquely identifying
models and tracking their distribution. By embedding distinct fingerprint vectors into model
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parameters, usually during fine-tuning, this method provides strong security and stealth, often
withstanding collusion attacks. Such techniques are especially suited for commercial copyright
protection due to their ability to reliably prove ownership and trace usage. Chen et al.[3] proposed
DeepMarks, a fingerprinting framework tailored for large-scale deep model distribution systems
that embeds binary fingerprint vectors via a regularized fine-tuning process. This framework
enables both copyright verification and user traceability. To enhance robustness, Sun et al.[34]
introduced a method using clean samples outside the training set as key samples, assigning each
user a unique fingerprint image, which is embedded using the Least Significant Bit (LSB) algorithm.
These key samples are relabeled and used for user identification and access control, effectively
resisting query modification attacks. Since many fingerprinting methods cannot trace unauthorized
model users, Xu et al.[42] proposed a dual-code system using community relationship codes to
identify suspicious user groups and user identification codes to confirm individual identities. Model
watermarking capacity (such as the amount of information that can be embedded) is a critical
metric. Compared to single-bit watermarking[46], multi-bit dynamic watermarking methods [11]
significantly increase capacity while ensuring reliable user identification.

Backdoor-based watermarking embeds specific triggers, such as uniquely crafted input samples,
into the model to validate ownership. When triggered, the model exhibits abnormal behaviors (e.g.,
classifying a nonsensical input as a specific label), thereby proving authorship. These approaches
are highly stealthy and introduce minimal performance degradation, though careful design is
required to ensure reliability. Adi et al.[1] first proposed backdoor watermarking in 2018 to verify
model ownership. Building on this, Zhang et al.[46] introduced three variants that use meaningful
data, irrelevant data, or noise as triggers, and demonstrated robustness to pruning, fine-tuning, and
model inversion attacks. Zhong et al.[50] suggested assigning labels corresponding to the owner’s
name (e.g., “Deaki”) to key samples, and jointly training them with clean data. This method does
not distort the decision boundary and enables accurate trigger learning. Chen et al.[4] developed
the BlackMarks framework, which encodes binary signatures using a watermark key and allows
direct extraction of the watermark from model predictions, significantly increasing watermark
capacity. Guo et al. [12] optimized the backdoor watermarking process using differential evolution,
reducing the false positive rate and improving copyright verification while maintaining resistance
to fine-tuning. These studies enhance stealth and robustness through careful trigger design, label
customization, and algorithmic optimization, though trade-offs between false positives and attack
resilience remain an open issue.

8 ETHICAL CONSIDERATIONS AND RESPONSIBLE USE
Wewould like to clarify that the proposedmethod is explicitly designed for defensive and ownership-
verification purposes, rather than for malicious model manipulation. Unlike adversarial backdoor
attacks that aim to covertly alter model behavior in uncontrolled or harmful ways, our watermark-
ing mechanism is embedded by the legitimate model owner during training and is used solely
for post-deployment copyright verification. The trigger-response behavior is strictly constrained
to a predefined and rarely occurring input pattern and does not affect the model’s normal oper-
ation on benign inputs. Several safeguards are also incorporated to mitigate misuse risks. The
watermark triggers are semantically constrained and privately held by the model owner, making
them infeasible to exploit without prior knowledge. Moreover, the watermark does not introduce
persistent vulnerabilities that can be arbitrarily activated or repurposed, as it is tightly coupled
with a specific ownership verification protocol rather than enabling general-purpose behavior
manipulation. Finally, we emphasize that the intended scope of use is industrial and commercial
deployment scenarios, such as model distribution, licensing, and intellectual property protection in
generative AI systems. In these contexts, watermarking serves as a complementary mechanism to
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legal and contractual protections, rather than a substitute for security controls. We explicitly do not
advocate the use of backdoor techniques for unauthorized access, hidden control, or surveillance
purposes.

9 CONCLUSION AND FUTUREWORK
This paper introduces a novel backdoor-based watermarking framework designed specifically
for protecting the copyright of large language models (LLMs) in few-shot continuous prompt
learning scenarios. The proposed method tackles the unique challenges posed by the immutability
of pretrained parameters and the limited availability of training data. By generating semantically
aligned watermark triggers from high-confidence examples and filtering them through cluster
similarity analysis, the method ensures the triggers are both meaningful and stealthy. An adaptive
trigger optimization strategy further enhances robustness by dynamically selecting the most
suitable trigger for each watermark sample based on decision boundary proximity. Extensive
experiments demonstrate that our method achieves reliable watermark embedding and detection
while preserving themodel’s utility, offering a practical and effective solution for securing generative
models in Industry 5.0 applications.

However, several directions remain open for further research. First, the current adaptive trigger
selection mechanism relies on decision boundary proximity, which may not fully capture the com-
plex influence of individual samples on model behavior. Future work will explore more fine-grained
sample selection methods, such as sensitivity-based or gradient-contribution-based strategies.
Second, while our multi-trigger design provides resistance against trigger inversion attacks, simply
increasing the number of watermarks does not guarantee proportional robustness and may lead to
performance saturation. Improving watermark diversity and balancing robustness with efficiency
will be important. Finally, the proposed method’s resilience against model distillation attacks has
not been fully explored. It remains a critical challenge, as attackers may extract knowledge from
watermarked models through teacher–student architectures. Future work will focus on enhancing
watermark resilience in such transfer scenarios to ensure long-term copyright protection.
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