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ABSTRACT

Machine Learning (ML) models have become essential for trajec-
tory data analysis, supporting tasks such as similarity learning,
map matching, simplification, and recovery. While learning from
trajectory data enables personalized and location-based services,
the ability to unlearn specific samples is equally crucial for remov-
ing outdated information, mitigating privacy risks, and comply-
ing with emerging data regulations. Existing machine unlearning
methods, however, have been developed almost exclusively for the
Computer Vision (CV) domain and their applicability to trajectory
learning remains largely unexplored. In this work, we present the
first systematic study of machine unlearning for trajectory data.
We investigate (i) whether and how representative unlearning al-
gorithms can be adapted to trajectory learning models, (ii) how to
evaluate their effectiveness, and (iii) how unlearning outcomes vary
across datasets, tasks, and unlearning scenarios. To this end, we
design a comprehensive experimental framework covering eleven
unlearning algorithms, four key trajectory learning tasks, and mul-
tiple evaluation metrics on three real-world datasets. Our study
reveals the unique characteristics and sensitivities of unlearning
on trajectory data, provides insights into the limitations of existing
approaches, and highlights open challenges for future research. The
results establish a foundation for building standardized benchmarks
and advancing machine unlearning in trajectory analytics.

CCS CONCEPTS

« Information systems — Location based services; « Security
and privacy — Security services; « Computing methodologies
— Machine learning,.
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1 INTRODUCTION

With the widespread availability of GPS devices and the increasing
use of location-based services [7, 26, 46], massive volumes of trajec-
tory data are being collected, typically represented as sequences of
points containing location and timestamps. Consequently, various
trajectory learning models have been proposed to support funda-
mental trajectory tasks, including the TMN [76] and BLUE [86]
models for trajectory similarity learning, S3 [20] and MLSimp [65]
models for trajectory simplification, GraphMM [47] and MMA [67]
models for trajectory map matching, and TERI [10] and TRMMA
[67] models for trajectory recovery, among others. For example,
a collected trajectory is first matched to the map to reduce GPS
noise during collection and to prepare for map-based services, then
simplified to reduce storage space, and finally recovered to compute
representations via similarity learning to serve k-NN queries.

While trajectory models are expected to learn information from
data, it is equally important for them to unlearn information. On
the one hand, trajectory data, collected with spatial and tempo-
ral information, lose their utility if they become outdated or pass
through a spatial area that has changed its function. On the other
hand, trajectory learning models may memorize sensitive informa-
tion of users [6, 67], raising ethical and security concerns. Thus,
legal frameworks, such as the General Data Protection Regulation
(GDPR) [18], have been enacted to guarantee users the right to re-
quest the removal of their data. Therefore, unlearning information
from learned trajectory models is crucial for both providing better
services and protecting user privacy.
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Machine unlearning, which aims to erase the influence of speci-
fied samples from trained ML models, can remove out-of-date data
and protect the privacy of specific individuals. Given the origi-
nal model 6 trained on the original dataset D and the unlearning
set D, C D, the unlearned model 8, is expected to be similar to
the model retrained on the remaining set D, = D \ D,,. Although
retraining unlearns exactly, it is computationally prohibitive. For
example, JD.com reportedly collects 1 TB of trajectory data every
day [40], retraining models on such a volume of data is impracti-
cal. Consequently, numerous unlearning algorithms have been pro-
posed to approximate retraining. These include statistic-based meth-
ods [5, 59], adversarial-based methods [14, 66], information matrix
based methods [24, 25], teacher-student based methods [15, 36],
and perturbation-based methods [23, 90], among others.

However, existing machine unlearning research mainly focuses
on the CV field, the machine unlearning on trajectory data remains
unexplored. The following questions need to be answered. First, it is
unclear whether existing unlearning algorithms can be directly ap-
plied to trajectory learning models. If not, what are the reasons, and
can we make adaptations? Second, the performance of unlearning
algorithms on trajectory data is unknown. How should we evaluate
the performance and unlearning efficacy on trajectory data? Do
existing unlearning algorithms perform as well as they do in CV
tasks, and are they consistent across different trajectory learning
tasks and scenarios? Which algorithms should be used for different
trajectory learning tasks and scenarios? Third, if the unlearning
algorithms do not perform as expected, what are the reasons? The
characteristics of trajectory data and different trajectory learning
tasks need to be clarified. Do these characteristics affect unlearning
and evaluation, and if so, how? Fourth, do existing unlearning al-
gorithms satisfy the demands of unlearning trajectory data? What
are the remaining challenges of unlearning on trajectory data?

To answer the above questions, we initiate the study of unlearn-
ing trajectory data in learned trajectory models in this paper. Specif-
ically, we study its effect on four key trajectory tasks and inform the
community of our findings and open problems regarding unlearn-
ing trajectory data. Section 2 discusses related works. Section 3
introduces the definitions of four trajectory learning tasks and
the details of selected state-of-the-art (SOTA) trajectory learning
models for each task. Section 4 provides details on ten machine
unlearning algorithms, the adaptations required for specific algo-
rithms, and the reasons why several unlearning algorithms cannot
be applied to trajectory data directly. Moreover, it is challenging to
measure how well a model has truly forgotten the deleted cohort
of data after an unlearning algorithm is applied, as defining an
appropriate set of evaluation metrics is an open problem in and of
itself. We elaborate on these metrics in Section 5. Then, we conduct
comprehensive experiments on three real-world trajectory datasets,
two unlearning scenarios, four trajectory learning tasks and models,
and ten unlearning algorithms in Section 6. Experimental results
demonstrate the performance of unlearning algorithms on different
datasets, metrics, and scenarios. Section 7 discovers the character-
istics of trajectory data and learning tasks, as well as their effects
on unlearning algorithms. Section 8 further discusses several open
problems of unlearning on trajectory data and suggests potential
solutions. Finally, we conclude our work in Section 9.

The main contributions of this paper are as follows.
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e We initiate the study of unlearning on trajectory data, inves-
tigating four trajectory learning tasks with corresponding
models and ten unlearning algorithms, detailing how to
combine the algorithms with trajectory learning models,
and how to set appropriate metrics for measuring perfor-
mance on both trajectory tasks and unlearning efficacy.

e We conduct comprehensive experiments with three real-
world trajectory datasets and two unlearning scenarios, and
analyze the results to answer a large number of key ques-
tions and summarize the learned lessons and open problems,
offering valuable insights to guide future research.

o The open-source code ! unifies the development process of
unlearning on trajectory data, with implemented unlearn-
ing algorithms serving as a unified benchmark.

2 RELATED WORK

Our study connects trajectory learning and machine unlearning,
so we introduce the literature on both of them.

2.1 Trajectory Data Mining

Trajectory Similarity Computation. Trajectory similarity com-
putation methods can be divided into two groups, rule-based meth-
ods, e.g., DTW [1], STS [38], and ITS [83], and learning-based
methods, such as BLUE [86], LH-plugin [64], and GPE [48]. Since
rule-based methods rely on pre-defined rules, which cannot take
advantage of the information inside the data, and are typically time-
consuming, learning-based methods have become more popular
recently. Learning-based approaches use neural networks, such
as RNNs, GNNs, and Transformers, to convert trajectories into
representation vectors, subsequently computing the similarity of
vectors as the similarity of trajectories. t2vec [41], At2vec [45],
NeuTraj [77], TMN [76], Aries [21], and RSTS [12] utilize RNNs or
Transformers to represent trajectories. GTS [87], KGTS [13], GRL-
STM [88], TrajGAT [78], ST2Vec [19], START [32], and JGRM [52]
combine GNNs on road networks with RNNs or Transformers to
represent trajectories. MMTEC [44] leverages the CDE network for
trajectory representation. GPE [48] and GREEN [89] study better
position embedding methods. LH-plugin [64] employs hyperbolic
space to address the triangle inequality issues. BLUE [86] proposes
a hierarchical architecture to model trajectories.

Trajectory Simplification. Trajectory simplification tasks can
be categorized into two types, minimizing the number of remaining
points given a bounding error, and minimizing the error given a
fixed number of remaining points. The perpendicular Euclidean
distance (PED) [54], synchronized Euclidean distance (SED) [60],
direction-aware distance (DAD) [33], and speed-aware distance
(SAD) [57] measure the point-pair-wise errors between the original
and simplified trajectories. Given the number of remaining points,
DPTS [50] and DOTS [4] minimize the errors. Douglas-Peucker
[28] and TDMR [53] are top-down and bottom-up algorithms, re-
spectively, to minimize the number of points with bounded error.
Learning-based approaches are typically error-bounded. RLTS [71]
and MARLATS [73] utilize reinforcement learning to choose op-
timal points to form the simplified trajectory. S3 [20] proposes a
Seq2Seq2Seq framework to encode the trajectory and then decode

!https://anonymous.4open.science/r/TrajMU-309F/
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the simplified trajectory. RL4QDTS [72] and MLSimp [65] optimize
simplification based on downstream queries.

Trajectory Map Matching. HMM [58] uses the Hidden Markov
Model to map the trajectory to the most likely road route. ST-
Matching [51] aims to align low sampling-rate trajectories with
temporal and speed constraints. OLMM [42] proposes an online
algorithm for real-time map matching supported by a group of seed
trajectories. SnapNet [55] is an incremental HMM algorithm for low
sampling-rate cellular trajectories that filters noise points. DeepMM
[22] employs an attention Seq2Seq framework to map trajectories in
the latent space. LHMM [63] uses a deep-learning enhanced HMM
model to map cellular trajectories using multi-relational graphs
based on the co-occurrence relationship between cell towers and
roads. GraphMM [47] builds a graph to mine inter-trajectory and
trajectory-road correlations as well as correlations between road
segments. DMM [62] developed a deep reinforcement learning-
based map matching framework for cellular trajectories based on an
encoder-decoder RNN network. RLOMM (8] is an online mapping
algorithm based on reinforcement and contrastive learning methods
alongside graph and recurrent neural networks. MMA [67] classifies
trajectory points to the most likely candidate road segments with
attention-enhanced point and segment embeddings.

Trajectory Recovery. The trajectory recovery methods can be
categorized into recovering in free space and recovering on the
road network. CACT [31] recovers trajectories based on trajectory
clustering, and SimiDTR [85] recovers trajectories based on similar
trajectory searching, both focus on free space. TCVD [82] and Tra-
jRecovery [74] are multi-modal models for recovering trajectories
on the road network based on traffic camera data. TERI [10] focuses
on trajectory recovery with irregular time intervals based on learn-
able Fourier features. RNTrajRec [11] employs multi-task learning
to mine the rich spatial and temporal information of trajectories
and recover trajectories on the road network. LightTR [49] recovers
trajectories in free space in a federated learning scenario based on
a meta-knowledge enhanced local-global training scheme. ProDiff
[3] employs a diffusion model to recover trajectories in free space
based on prototype guidance. TRMMA [67] employs a Seq2Seq
architecture to obtain the embeddings of recovered points and then
maps them to the most likely road segments.

2.2 Machine Unlearning

Given a trained model on the training set, machine unlearning [2]
aims to remove the influence of the unlearning set, which is a subset
of the training set. The unlearning algorithm was first introduced
to solve statistical queries with an exact algorithm [5], but it cannot
handle deep learning models. Retraining on the remaining set, i.e.,
the set of data in the training set but not in the unlearning set, is the
exact algorithm for all models, but it is time-consuming. SISA [34]
is an unlearning framework that partitions data and trains multiple
models on each partition, enabling exact unlearning by retraining
models only on specific data partitions. However, it degrades into
retraining on all remaining data when the unlearning data exists
in multiple partitions, and training models on small pieces of data
may harm the overall performance.

Conference acronym 'XX, June 03-05, 2018, Woodstock, NY

The approximate unlearning algorithms are mainly assembled
with basic techniques, e.g., finetuning, distillation, influence estima-
tion, adversarial noise, and parameter perturbation. NegGrad [24]
simply fine-tunes on the unlearning data by maximizing the task
loss, but this can easily cause catastrophic forgetting (CF), i.e., low
performance on the remaining set. BadT [15] and SCRUB [36] are
teacher-student frameworks with distillation. TopK and RandomK
[90] perturb parameters and then fine-tune the model on both the
remaining and unlearning sets. HessianNewton [25] first computes
the Hessian matrix of all parameters to estimate the influence of
the unlearning set and then updates the parameters based on the
Newton method, but the second-order matrix consumes significant
space and is only suitable for small models. Fisher [24] estimates the
influence of the unlearning set using the first-order Fisher matrix
and then perturbs parameters, but simply perturbing based on the
unlearning set can easily cause CF on the remaining set. SSD [23]
estimates the influences of both the unlearning set and the remain-
ing set, then adjusts the parameters directly. SFRon [30] weights
parameters based on the influences of two sets and then fine-tunes
the model. RandLabel [29] and NoiseLabel [81] fine-tune the model
on the unlearning set with selected wrong labels. UNSIR [66] gen-
erates adversarial data for each unlearning class by maximizing the
task loss, then impairs the model with adversarial data and repairs
the model with a subset of the remaining set. DLFD [14] generates
adversarial noise for each unlearning batch by maximizing the task
loss and minimizing the optimal transport loss, then fine-tunes the
model with adversarial noise on the remaining batches.

Machine unlearning literature mainly focuses on the Computer
Vision field, and there are some studies investigating machine un-
learning in other fields, such as graph data [9, 84], large language
models [39, 79], databases [27, 35], federated learning [70, 75], and
recommendation systems[16, 80].

3 TRAJECTORY LEARNING TASKS

Our study aims to be general enough so that its conclusions are
pertinent to different trajectory learning tasks with different mod-
els. Following, we introduce the definitions of trajectory and four
trajectory learning tasks with their corresponding SOTA models.

DEFINITION 1 (TRAJECTORY). A trajectory T is defined as a time-
ordered sequence of points, i.e., T = [p1, pa, - . ., Pn], where each point
pi = (xi,yi, t;) records the longitude, latitude, and timestamp.

Trajectory Similarity Learning aims to represent each trajectory
as a fixed-dimensional vector, such that the similarity of learned vec-
tors represents the similarity of the trajectories. The SOTA model
BLUE [86] is a transformer-based hierarchical encoder to represent
trajectories, manipulating hierarchical trajectory patches based on
the decimals of coordinates, and trained with a decoder and mean
square error (MSE) loss.

Trajectory Simplification aims to eliminate points from a trajec-
tory T to obtain a simplified trajectory T’, such that T” has fewer
points and its error is small. The SOTA model MLSimp [65] is a
GNN-based model to simplify trajectories by evaluating the impor-
tance of points, and trained with a diffusion-based model via mutual
learning. The model also utilizes the spatial and temporal range
queries on the dataset to optimize the results. Since the mutual
learning involves several rounds and the GNN model is retrained
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at each round, we treat preceding rounds as the pre-training of
the diffusion model and the final round as the training of the GNN
model. Moreover, the grid embeddings are pre-trained based on the
original dataset D.

Trajectory Map Matching aims to transform a trajectory to a se-
quence of road edges or road nodes, where the road edges and nodes
form the road network, and high matching accuracy is demanded.
The SOTA model MMA [67] is a NN-enhanced algorithm for map
matching. It matches each point with the most likely edge from
the top-k candidate road network edges retrieved by the R-tree
index [37], and the required sequence is obtained by linking the
edges of all points sequentially. The node2vec process that yields
the embeddings of road network edges is regarded as pre-training.

Trajectory Recovery aims to transform trajectory T = [p1, ..., pn]
to T’ = [p],..., ], such that the error is minimized. Generally, T
is sparser than T’, i.e., n < m, or T has missing parts, i.e., 3i, j €
[2,n], pis1.t — pit >> pjpa.t — pj.t. The SOTA model TRMMA
[67] is a NN-enhanced algorithm for trajectory recovery based
on map matching. It computes the optimal road network edge of
each recovered point p” among map-matched road network edges
of T, then recovers the positions. The training of MMA on the
original dataset to obtain the embeddings of road segments and
map-matching results is regarded as pre-training.

4 MACHINE UNLEARNING METHODS

Given a learning algorithm A, the original model 6 is trained on
the original training set D, i.e., 8y < A(D). A well-known learn-
ing algorithm is minimizing the task-relevant loss £ by gradient
descent, i.e., 6y «— 0, — ﬁ Yxep VL (x), where « is the learning
rate, and 0, represents the randomly initialized parameters.

DEFINITION 2 (MACHINE UNLEARNING). Given the unlearning set
D, C D and the original model parameters 0y, machine unlearning
aims to design an unlearning algorithm U such that the unlearned
parameters 0,, are similar to the retrained parameters 0,, where 0, «—
U(Dyl6), 0, «— A(D,), and D, = D \ D, is the remaining set.

Previous studies [23, 36] also describe unlearning the unlearning
set D, as forgetting the forgetting set. Similarly, the remaining set
is also referred to as the retain set.

Below, we introduce ten unlearning methods that are universal
to different learning tasks. Each of these offers a different procedure
based on the remaining set D, and/or the unlearning set D,,, and is
mainly assembled with basic techniques, e.g., finetuning, distillation,
influence estimation, and parameter perturbation.

Retrain, the ‘oracle’ solution, retrains the model on the re-
maining set, i.e., 8, «— A(D,). However, this is time-consuming,
whereas unlearning algorithms are expected to be more efficient.

FineTune simply fine-tunes the model on the remaining set D,
for a small number of epochs, steering the model towards forgetting
the unlearning set Dy, i.e., 0, « 6 — ﬁ Yxep, VL(x).

NegGrad [24] fine-tunes the model on the remaining set D,
with a negated gradient, attempting to unlearn D,, by maximizing
the loss via gradient ascent on that data and ‘undoing’ the gradient
descent process that the network had previously undergone, i.e.,
Ou < 0o + 157 Xxen, VL(x).
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BadT [15] employs the original model as a good teacher and
a randomly initialized model as a bad teacher to train a new stu-
dent model on the remaining set D,. This is done by minimizing
the task loss and the distillation loss with the good teacher while
maximizing the distillation loss with the bad teacher, ie., 8, «
0 = 1557 Zxen, V(L) + yLa(x1600)) + 55 Zrep, VLa(x10.),
where L is the distillation loss and y is its weight.

SCRUB [36] employs the original model as the teacher model
and fine-tunes the model by maximizing the task loss and the
distillation loss on the unlearning set D,, and minimizing the
two losses on the remaining set D,, iteratively, i.e., 8, « 6y +
Tt Bepy V(LO+y La(x100) =1 Bep, VL) +y La(x100)).

For the BadT and SCRUB methods, the distillation loss is set as
the KL loss for the MMA and TRMMA models, since their loss is
classification loss, and set as the MSE loss for others.

GDRGMA [43] observes the conflict between the gradients of
the remaining data and unlearning data, which hinders the unlearn-
ing effect. It dynamically modifies the directions and magnitudes
of gradients for remaining and unlearning batches, such that the
cosine value of two gradients is not less than zero, then updates
the model with a gradient composed of (1 — )X modified gradient
of the remaining batch +Ax modified gradient of the unlearning
batch, where A is a self-tuning parameter.

TopK and RandomK [90] perturb a fraction of model param-
eters, where RandomK picks randomly, while TopK selects most
sensitive parameters. Then, they finetune the model by minimiz-
ing the task loss on the remaining batches and the JS loss on the
unlearning batches with the original model.

The sensitivity of parameters is measured with the Fisher infor-
mation. Given a dataset D and the task loss function £, the Fisher
information value of each parameter () € 6 is computed as

1 P 2
50) = gy 3Lt 10)

SFRon [30] first computes parameter weights by measuring the
Fisher information on the remaining set D, and unlearning set D,,,
and tunes the parameters 8" having more Fisher information on the
unlearning set Dy, ie., 8’ = {8 |F;(D,) > F;(D,), 0" € 6}. Then,
it iteratively performs gradient ascent adjusted by weights on the
unlearning batch and gradient descent on the remaining batch.

SSD [23] adjusts the parameters directly by suppressing the
parameters that have higher Fisher information on the unlearning
set Dy, ie., 0 = min(AF;(D)/F;(Dy), 1)0Y if F;(D,) > aF;(D)
else 0, where A and « are hyper-parameters.

Besides the above methods, there is a wide range of unlearning
methods designed for specific tasks or requiring particular condi-
tions, that can hardly be applied to trajectory data directly, and how
to migrate them is an open problem. UNSIR [66], RandLabel [29], and
NoiseLabel [81] are suitable for multi-class classification, but the
BLUE and MLSimp models do not use classification loss, and the
MMA and TRMMA models depend on binary classification, which
degrades the core adversarial step to simply maximizing the task
loss. DLFD [14] learns adversarial noise, but since trajectory shapes
are highly variable, the learned adversarial noise on specific tra-
jectories can hardly be applied to others. Moreover, the trajectory
models have complex and non-differentiable processes. Specifically,
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the BLUE model builds hierarchical patches for trajectories, the ML-
Simp model transforms trajectories into sequences of grids, and the
TRMMA model matches trajectories to sequences of road segments.
These operations block the gradients to adversarial noise.

5 MEASURING THE IMPACT OF UNLEARNING

As mentioned earlier, evaluating unlearning is an open problem
in ML literature. Besides running time, two aspects are mainly
measured. The Membership Inference Attack (MIA) evaluates the
privacy status of the model, and task metrics measure the perfor-
mance of the model on downstream tasks.

MIAs. The core idea behind MIA is to train a binary classifier
to distinguish between members, i.e., the remaining set D,, and
non-members, i.e., the unseen validation set D,. Then, the classifier
is employed to infer the membership of the unlearning set D,,.
The MIA value of a trajectory T is 1 if T is classified as a member
else 0. The MIA score is computed as the averaged classification
result on the unlearning set D,,, i.e., ﬁ 2.T,en, MIA(O, T;), where
MIA(0,T;) is the classification result of trajectory T;.

We focus on the common black-box attack setting where the at-
tacker observes only the outputs of the model. Thus, we adopt two
attacks used in unlearning literature and apply them to trajectory
models, the confidence-based attack [23], where the MIA classifier
is trained on the output vectors, and the sample-based attack [68],
where the MIA classifier is trained on the output trajectories. For
the trajectory similarity and map-matching tasks that yield the
representations and the probabilities, we use the confidence-based
attack. Specifically, for the map-matching task, we take the top-k
probabilities of each point and treat each point as an individual
sample, where k is set as 10 following [67]. For the trajectory simpli-
fication and recovery tasks that output the sampled and recovered
trajectories, we use the sample-based attack.

Task Metrics. It is worth noting that trajectory learning models
are designed with robustness. For the trajectory similarity task,
models can infer on unseen datasets directly with a little perfor-
mance drops [48, 86]. For the trajectory simplification task, models
adjust results based on queries on the dataset [65, 72], utilizing
information from unseen data. For map-matching and trajectory
recovery tasks, models consider nearby candidates [8, 11, 67], en-
suring that matching results are not drastically incorrect. Thus,
we evaluate downstream tasks on not only unlearning set D,, and
remaining set D,, but also an unseen validation set D,.

For the similarity task, the ranking and k-nn tasks quantify the
quality of similarity. Given the query set D, and database set Dy,
the smaller the rank of query trajectory T; € Dg in Dgq U Dy, the
better the learned similarity, where Dy, is the noised query set, and
the noised trajectory T is regarded as the most similar trajectory
of query trajectory T;. Let s;; be the similarity of trajectory T; € Dg
and T; € Dy and s; be the similarity of trajectory T; and its most
similar trajectory T/, y; be the rank of s;; in (s;1, Si2, . . ., Sip,|)- The

mean rank (MR) is defined as ﬁ > lflq | ¥i- Given the query set Dy,
noised query set D, and database set Dy, the higher hit ratio of T,
in knn(T;, Dg) for a query trajectory T; € Dy, the better the learned

similarity. The hit ratio at the top-k results, i.e., HR@k, is computed
|Dgl

as \D_lql Yioi LT € knn(T;, Dg), where 1T € knn(T;, Dy) is 1 if
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the mose similar trajectory T, of T; is retrieved, else 0. MR > 1 and
HR@k € [0, 1], and lower MR and higher HR results mean better
performance. The query set is set as the unlearning set D, the
remaining set D,, and the validation set D,, respectively.

For the simplification task, the SED evaluates simplification er-
ror, and the F1 measures the performance on range query task.
Given trajectory T = [...,p;,...] and its simplified trajectory
T =1.. .,p;, ...], SED measures the maximal distance of each
point p; € T from its synchronized point ¢; having the same

time and located on T/, i.e., max v/(p;.x — q;.x)2 + (pr.y — qi.y)2%,

pi€lT|
where g;.x = pl.x + 6(p,, X = %), gy = iy + (P, .y —pjy),
pi-t=p’.t , ,
S = W, and p’.t < p;.t < pj,,.t. SED > 0 and lower SED

is better. Given a set of query points, the original trajectory set
Dy, and the simplified trajectory set D, let R; be the range query
results of a query point p, on the original set Dy and R; be the
results on the simplified set D/}, the F1 score of the simplification
task is computed as F1(Ry, R), where F1(x,y) = (2PQ)/(P + Q),
P = |xNyl|/|x],and Q = |x Ny|/|y|. F1 € [0, 1] and higher F1 is
better. We report the averaged SED and F1 result on the whole set.

For the map matching task, the Acc and F1 metrics are employed.
Given a trajectory T, let S be the matched road segments of the
ground truth and S’ be the matched road segments of the model,
the F1 score of the map matching task is computed as F1(S,S’).
And the Acc counts the number of identical segments, i.e., Acc =
(Z1<i<ys) 1Si = S7)/IS], where 1S; = S} is 1 if the i-th matched
segments are the same. Acc € [0, 1] and higher Acc is better. We
report the averaged Acc and F1 result on the whole set.

For the recovery task, the MAE measures recovery error. Given
the recovered trajectory T” = [...,p;,...] and its ground truth
T = [...,pis...], MAE is computed as the average distance of
all point pairs, i.e., ﬁ ZpieT N(pix —plx)? + (piy — pl.y)*>. MAE
> 0 and lower MAE is better. Moreover, the TRMMA model first
matches the to-be-recovered point to the candidate road segments,
so the Acc evaluates the accuracy of this process. We report the
averaged MAE and Acc result on the whole set.

6 EXPERIMENTAL EVALUATION

We empirically evaluate and analyze the aforementioned ten un-
learning algorithms on three real-world datasets, in the context of
several trajectory tasks and evaluation metrics.

6.1 Experimental Setup

Dataset. We experiment on three real-world trajectory datasets.
Porto [56] contains over one million trajectories collected in Porto,
Portugal, from 1 July 2013 to 30 June 2014 by 442 drivers, BJ [61]
contains over one million trajectories collected in Beijing, China,
from 2 May 2009 to 25 May 2009 by 15,920 users, and Xian [17]
contrains over three million trajectories collected in Xian, China,
from 1 Oct. 2016 to 31 Oct. 2016 by 535,828 users. All datasets can be
downloaded from our code repository. We randomly select 100,000
trajectories as the training set to train the original model and two
sets for testing and validating during training, each of size 20,000.
Then, the two sets are combined as the unseen validation set D, to
execute the MIA, and the training set is split into two distinct sets,
i.e., the remaining set D, and the unlearning set D,. Specifically,
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I Dr (the remaining set)

/

I Du (the unlearning set)
Al

(b) 10% BIJ Use:

3,

(c) 10% Xian User

I

(e) 10% BJ Area

(d) 10% Porto Area

(f) 10% Xian Area

Figure 1: Dataset Visualization of the unlearning set D, and
the remaining set D, when unlearning 5% data. (a) the User
scenario of the Porto dataset, (d) the Area scenario of the
Porto dataset, (b) the User scenario of the BJ dataset, (e) the
Area scenario of the BJ dataset, (c) the User scenario of the
Xian dataset, (f) the Area scenario of the Xian dataset.

for MLSimp, the size of the training set is set to 1,000 following
[65], and the sizes of other sets are reduced proportionately.

Unlearning Scenarios. We consider two unlearning scenarios:
Unlearn User, where a group of users requests to unlearn all their
trajectories, and Unlearn Area, where a group of trajectories clos-
est to a certain area are considered outdated and unlearned. Each
scenario contains three unlearning ratios: 10% 20% and 30%, and
we report the averaged results on three ratios.

Given the unlearning ratio r,, the training set D, and the target
area @, the Area scenario unlearns trajectories D, that are closest
to the area, ie., dis(T;, @) > dis(T;,P),T, € D,,Tj € Dy, |Dy,| =
|D|ry, Dy = D\ Dy,0 < r, < 1. This scenario simulates a situation
where a certain area changes its function or the trajectory patterns
passing through it change, so the learned model is expected to
unlearn the outdated information. dis(T, @) computes the distance
of trajectory T to the area @, and we take the averaged distance of all
points to the area center. Given the unlearning ratio r,,, the training
set D and the user set ¥ with their trajectories %;, i.e., 1; € D,i € ¥,
the User scenario unlearns trajectories D, belonging to ¥, i.e.,
D, = iELé/ Y, ¥, = |¥|ru,Dr = D\ D,,0 < r, < 1. This scenario

models privacy-driven deletion requests, where users exercise their
right to remove their data. Specifically, a fraction r,, of users request
the deletion of all their trajectories.

We visualize the remaining set D, and the unlearning set D,, in
Figure 1. It is obvious that the data distributions of the two unlearn-
ing scenarios, i.e., the User and Area, are distinct. The User scenario
is more random than the Area unlearning, as users are dispersed
throughout the city. In contrast, the D,, of the Area scenario is more
centralized, and we chose areas at the edge.

Compared Methods. We compare the aforementioned ten un-
learning methods based on the BLUE, MLSimp, MMA, and TRMMA
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models for trajectory similarity computation, simplification, map
matching, and recovery tasks, respectively. For the unlearning meth-
ods, the parameters are set as their default, and the epochs are set
as the one where the unlearning metric results do not change any-
more. For the BadT and SCRUB methods, the distillation loss is set
as the KL loss for the MMA and TRMMA models, since their loss
is classification loss, and set as the MSE loss for others. For the
TopK and RandomK algorithms, the JS loss here is replaced with
the MSE loss for BLUE and MLSimp models since they do not rely
on classification loss. Following [90], the weight of the distilling
loss is set to 0.1. For the trajectory learning models, they are trained
with default configurations, including training epochs, learning
rate, batch size, etc. The minimal length of MLSimp is set to 500
for Porto, 110 for BJ, and 400 to Xian to ensure adequate trajectory
numbers, and the simplification rate is set to 1% for Porto, 5% for
BJ, and 1% for Xian to ensure the simplified trajectories are valid.
Evaluations. The running time evaluates the efficiency of un-
learning methods. For MIA, the similarity and map matching tasks
use the confidence-based MIA, while the simplification and recov-
ery tasks utilize the sample-based method. For task metrics, we
employ two groups of metrics. The default metrics are MR for simi-
larity, SED for simplification, F1 for map matching, and MAE for
recovery. Another group of metrics are HR@10 for similarity, F1
for simplification, Acc for map matching, and Acc for recovery.
We treat the results of Retrain as the golden standard for task
metrics and MIAs, and shorter running time is preferred. Since the
metrics have different ranges and preference, e.g., MR> 0 and lower
MR is better, and F1 € [0, 1] and higher F1 is better, we employ the
SimScore to analyze the similarity of between the results of Retrain
Xgr 2 0 and the results of another unlearning method x;, > 0. The

SimScore of two results x,, Xy is calculated as SimScore(xy, x4;) =
mintwxsr) | oimScore € [0, 1], and higher score indicates that the

max (xy,Xgt )’
unlearning method is better aligned with the Retrain.

Table 1: Summary Results on All Tasks

Method Ranks of Tasks Sum ‘ Runtime Speed Up Sum

Sim. Simp. Map. Rec. | Rank | Sim. Simp. Map. Rec. | Rank
FineTune 3 5 1 5 3 11 114 9 15 5
NegGrad 9 4 9 9 9 25 288 23 37 3
BadT 6 7 2 4 5 2 28 3 2 9
SCRUB 5 8 8 8 7 3 28 3 2 8
GDRGMA 1 6 5 1 2 29 460 38 53 1
TopK 8 2 3 6 6 9 98 7 4 6
RandomK 2 1 4 3 1 23 248 16 5 4
SFRon 7 9 7 7 8 7 77 6 10 7
SSD 4 3 6 2 4| 30 32 27 4 2

6.2 Experimental Results

Limited by space, the detail results of four tasks are displayed at
Section A. Below, we show the summarized tables.

Summary Results on Four Tasks Table 1 displays the ranks of
all unlearning algorithms on four trajectory learning tasks, and the
summary rank on all tasks. The GDRGMA is good at the similarity
and recovery tasks, RandomK suits the simplification, and Fine-
Tune is the best for the map matching task. RandomK, GDRGMA,
FineTune, and SSD have better overall performance, and NegGrad,
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Table 2: Task Results among Datasets and Metrics

Default Metric Group Another Metric Group

Method Porto BJ Xian Porto BJ Xian
Sim. Simp. Map. Rec. Rank Sim. Simp. Map. Rec. Rank Sim. Simp. Map. Rec. Rank | Rank | Rank | Rank

Retrain 1.875 0.038 0.870 100.197 -] 8027 0013 0827 254936 - | 4206  0.019 0956  78.145 - | -1 - -
FineTune 1.633  0.039 0.886 115.246 4 36.074 0.013 0.834 254.700 4 2.447 0.019 0.968 107.322 4 4 5 3
NegGrad 5791.420 0.039 0.110 402.384 9 | 5087.995 0.013 0.504 713.602 9 | 10450.453 0.019 0.810 367.706 9 9 9 9
BadT 4735 0.039 0.887 115.523 5 40.597 0.013 0.836  256.179 5 6.432 0.019 0.967 110.233 3 5 4 4
SCRUB 2.867 0.038 0.685 391.792 7 74.563 0.013  0.631 659.600 8 5991 0.019 0.850 336.765 6 7 7 6
GDRGMA 1.798 0.038 0.907 99.014 1 20.227 0.013 0.830  255.583 1 2.849 0.019 0971 76.860 1 1 2 1
TopK 4566.998  0.038 0.887 111.704 6 | 4086.008 0.013 0.832  264.653 6 4139.831  0.019 0.967 111.608 7 8 8 8
RandomK 2.031 0.039 0.893 104.794 3 20.909 0.013 0.833  259.473 3 3.128 0.019 0.970 95.684 2 3 1 2
SFRon 70.556  0.039  0.759 306.531 8 22333 0.013  0.661  609.812 7 41235 0.019 0.865 292.606 8 6 6 7
SSD 1.820 0.039 0.902 103.376 2 20.125 0.013 0.829  258.654 2 346.596  0.019 0.960 87.869 5 2 3 5

SFRon, and SCRUB have lower rank. The key is that the previous
methods do not change parameters significantly. Compared to SSD
and SFRon that both utilize the Fisher information values to adjust
the parameters, SSD computes the threshold value carefully and
modifies parameters with bounding, yet SFRon simply modifies
all parameters having more information on the unlearning set D,,.
Similarly, both TopK and RandomK perturb parameters then fine-
tune, but TopK modifies important parameters which ruins the
performance. Both NegGrad and GDRGMA tune on the unlearning
set D,,, NegGrad simply updates the model with opposite gradient
and GDRGMA takes the gradient of a remaining batch as reference,
so GDRGMA performs better. The SCRUB, SFRon, and NegGrad
methods all utilize gradient ascent on the unlearning data, resulting
in poor performance, indicating that maximizing the loss on the
unlearning data is not practical for trajectory learning. Though
RandomkK, SSD and FineTune have the best overall performance,
they are not good at all tasks respectively.

Analysis on Efficiency. Unlearning algorithms are motivated
by the desire to avoid the high costs of retraining. We thus evaluate
the efficiency of the approximate unlearning algorithms studied.
We record the speed-up of each algorithm over Retrain for our
four trajectory learning tasks and their corresponding models, and
report the averaged speed-up results over unlearning scenarios,
datasets, and unlearning ratios. Table 1 shows the results of un-
learning efficiency. GDRGMA has the highest speedup, which tunes
on a small fraction of data and runs a few epochs. SSD requires
no tuning and is more efficient than others. NegGrad tunes on the
unlearning set merely and is faster than following methods that
tune on the remaining set. Compared to RandomK, TopK needs
more time to find sensitive parameters. The BadT algorithm is the
most time-consuming unlearning algorithm, since it contains three
models, i.e., the good teacher model, the bad teacher model, and
the student model, and finetunes on the full remaining set.

Analysis on Datasets. Table 2 shows the task results among
three datasets and ranks by the SimScore. Regarding datasets, Porto
reports better similarity results, B] has simplification results, and
Xian is better for the map matching and recovery task. For the tra-
jectory similarity task, the road network of Porto gives trajectories
diverse shapes, making them more distinguishable for answering
similar trajectory search queries. For the trajectory simplification
task, the trajectories of the BJ dataset are more regular, restricted by
the road network, and can be simplified easily. The trajectory map

matching and recovery tasks are based on the road network, and the
sparser road network of Porto and the regular road network of Xian
benefit map matching and recovery, as shown in Figure 1. More-
over, unlearning methods have similar ranks on different datasets,
indicating the coincident performance across datasets.

Analysis on Metrics. Table 2 displays the results of both the
default metric group (i.e., MR for similarity, SED for simplification,
F1 for map matching, and MAE for recovery) and another metric
group (i.e., HR@10 for similarity, F1 for simplification, Acc for map
matching, and Acc for recovery), to verify the performance on
different metrics. On the whole, the methods have similar ranks on
different metrics, indicating that different task metrics represent the
performance with one accord. Specifically, most methods achieve
identical ranks across both metric groups, and the rank differences
of the remaining methods are all not more than two.

Table 3: MIA Results among Unlearning Scenarios

Method MIA Results of User MIA Results of Area

Sim. Simp. Map. Rec. Rank | Sim. Simp. Map. Rec. Rank
Retrain ‘ 0.502  0.659 0.499 0.492 - ‘ 0.102  0.409 0.499 0.091 -
FineTune | 0500 0.651 0.500 0.507 4] 0126 0390 0502 0.088 2
NegGrad 0.498 0.672 0.501 0.489 1| 0497 0431 0.500 0.127 9
BadT 0.503 0.660 0.499 0.511 210.104 0.487 0.499 0.088 1
SCRUB 0.499  0.742 0.500 0.516 91 0093 0510 0.477 0.099 6
GDRGMA | 0.500 0.716  0.502  0.496 81 0.092 0483 0.500 0.101 4
TopK 0.499  0.635 0.501 0.498 51 0376 0.393 0.499 0.087 8
RandomK | 0.500 0.709 0.499 0.501 7| 0084 0456 0.499 0.084 5
SFRon 0.499 0.668 0.501 0.501 3| 0.077 0.487 0.430 0.118 7
SSD 0.496 0.689 0.501 0.489 6| 0118 0.416 0482 0.078 3

Analysis on MIA. Table 3 presents the averaged MIA results
on four tasks among two unlearning scenarios, and ranks by the
SimScore. As shown in Figure 1, the unlearning set of the Area
scenario is more centralized and distinct from the remaining set, so
the MIA values of the Area scenario are much lower. Conversely,
the distributions of the unlearning and remaining sets of the User
scenario are similar, the remaining set contains the information
of the unlearning set, so the MIA values of the User scenario are
higher. While BadT and FineTune are good at both scenarios, others
perform distinctly on the two scenarios. NegGrad is the best on the
User scenario but the worst on the Area scenario, TopK and SFRon
are better on the User scenario, and others prefer the Area scenario.
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7 LEARNED LESSONS

While most questions have been answered in specific sections,
several questions need to be reinforced.

Data Distributions and Their Effects. We focus on two sce-
narios, the User scenario, which unlearns all trajectories belonging
to a group of users, and the Area scenario, which unlearns a group
of trajectories near a specific area. Previous analyses have shown
that these two scenarios have different data distributions and pro-
duce disparate results. For the User scenario, the distributions of the
remaining set D, and the unlearning set D,, are similar, as users live
and act all over the city, leading to spatial distributions similar to
selecting and unlearning trajectories randomly. Consequently, the
remaining set contains the information about the unlearning set,
and the MIA results are generally around 0.5. In contrast, the Area
scenario, where trajectories are separated according to spatial location,
has more distinguishable distributions between the remaining and
unlearning sets. The MIA results saw larger gaps. What’s more,
trajectory data share the same space. Generally, the longitude and
latitude ranges and the road network of the unlearning set D,, and
remaining set D, intersect. It is possible that a point p exists in
both datasets, ie., p € T,,,p € T, T,, € Dy, T, € D,. Thus, even if the
model has not seen a trajectory T,,, the spatio-temporal information
of the trajectory may be contained in D, and learned by the model.

Therefore, trajectory data prefer gentler unlearning algorithms to
align similar distributions. NegGrad and SFRon algorithms employ
gradient ascent on the unlearning set, and TopK modifies most
sensitive parameters based on the unlearning set, these operations
damage parameters dramatically, so they generally underperform
in Table 2. RandomK modifies less sensitive parameters and is better
than TopK, GDRGMA reduces the gradients conflict, and FineTune
simply tunes on the remaining set, they are less aggressive and
obtained moderate task ranks.

Moreover, the road networks also bring shifts in data distribution.
As illustrated in Figure 1 and mentioned in Table 2, the road net-
works of BJ and Xian are more regular than that of Porto, so their
simplification errors are lower. Also, the road networks of Porto
and Xian are sparser, so their map matching accuracies are higher,
and the recovery errors are lower.

Characteristics of Different Learning Tasks. Distinct char-
acteristics complicate unlearning and evaluation. For the trajectory
similarity task, models are designed with robustness [48, 86], they
can provide high-quality results on unseen datasets directly, and
naturally on the unlearning set. For the trajectory simplification
task, the model can employ queries to adjust simplification results,
and the pre-trained mutual learning model and grid embeddings
contain the information about the unlearning set.

The trajectory map matching and trajectory recovery tasks rely
on the road network and match points to candidate segments. First,
the embeddings of the segments of the road network are pre-trained
and fixed, and matching is enhanced by the R-tree index to improve
the probability of choosing the truth, so models are likely to main-
tain performance since the road network remains the same. Second,
models built on map road networks inherit the characteristics of un-
learning on graphs [9, 84], e.g., dependence on topological structure.
Third, recovery is based on matching points to segments, linking
segments with their shortest path. If one matched road segment
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changes, the shortest paths with its adjacent segments change, then
the recovered trajectory changes intensely. Thus, recovered trajec-
tories may change significantly if even one segment is mismatched.

8 OPEN PROBLEMS

There are several unsolved problems and research directions for
unlearning on trajectory data.

How to migrate other unlearning algorithms? As mentioned
before, there is a group of unlearning algorithms that cannot be
applied to trajectory models directly. Adversarial-based algorithms
[14, 66] train noises or samples to antagonize the unlearning set
D, then train the model with the noises or samples to stimulate
unlearning D,,. However, on the one hand, trained noise with a
fixed shape is not practical for trajectories with various shapes. On
the other hand, trajectory models process trajectories complexly.
Specifically, the BLUE model builds hierarchical patches, the ML-
Simp model gridifies trajectories, and the TRMMA model matches
trajectories to the map. These operations block the gradients during
the training of adversaries.

Could we borrow stones from other hills? There are some
questions that are also open or solved problems for other unlearning
fields, so we could learn from other fields to design better unlearn-
ing algorithms for trajectory data. The MLSimp algorithm utilizes
mutual learning to optimize two models iteratively, which is sim-
ilar to semantic communications [69] that optimize two models
simultaneously. The map matching task is performed on the road
network, unlearning the map matching model inherits the prob-
lems of unlearning on graphs [9, 84]. The unlearning effect of the
User scenario is not as obvious as that of the Area scenario since
the trajectories of the unlearning set of the User scenario are like
randomly selected ones. This phenomenon is also demonstrated
in literature on image classification tasks [23], i.e., the results of
unlearning images in each class are not as impressive as unlearning
the whole class. Therefore, it is possible to handle these problems
by consulting unlearning algorithms designed for other fields.

9 CONCLUSION

We have presented the first study of machine unlearning on trajec-
tory data. This is a crucial ingredient for providing updated services
and protecting user privacy. Our investigation covered four key tra-
jectory learning tasks, i.e., similarity learning, simplification, map
matching, and recovery, each employing a SOTA model, across
three real-world datasets and two unlearning scenarios. It studied
different unlearning methods, including simple baselines, such as
Finetune and NegGrad, teacher-student based methods, such as
BadT and SCRUB, and information matrix based methods, such
as SSD and SFRon, among others, adapted from the machine un-
learning literature. Our investigation studied appropriate metrics
including task and MIA metrics in order to substantiate and in-
terpret results. Our results answer a large number of related key
questions and also point out the characteristics of trajectory data
and learning tasks. The work puts forth the basic skeleton, for in-
stance, unlearning algorithms, performance metrics, downstream
tasks, and unlearning scenarios, as well as related findings en route
to a much-needed benchmark for unlearning on trajectory data.
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A EXPERIMENTAL RESULTS ON FOUR
TRAJECTORY LEARNING TASKS

A.1 Results of Similarity Task

Table 4 shows the results of similarity tasks. GDRGMA and Ran-
domK are optimal, and NegGrad and TopK algorithms are the worst.
The NegGrad algorithm simply maximizes the loss on the unlearn-
ing set, which leads to catastrophic forgetting. The TopK algorithm
first perturbs parameters important to the unlearning set, ignoring
that those parameters may also be important to the remaining set.

Most algorithms have similar MIA results to Retrain in the
Area scenario, demonstrating that those unlearning algorithms
succeeded. Nevertheless, all algorithms have similar MIA results in
the User Scenario. Since the distributions of the remaining set D,
and the unlearning set D,, are similar, D, contains the information
about D, differentiating it from the Area scenario.

A.2 Results of Simplification Task

Table 5 shows the results of the simplification task. RandomK and
TopK perform best, and SCRUB and SFRon are the worst.

The algorithms show lower SED results on the BJ and Xian
datasets than the Porto dataset, indicating that the trajectories of
the both datasets are easier to simplify. The reason is that the shapes
of the road networks of them are more regular than Porto, making
the trajectories of them simpler to simplify. For the Porto dataset,
the Area scenario saw lower SED values on the unlearning set D,
than the User scenario, and higher SED values on the remaining set
D, than the User scenario. This is because the trajectories of the
unlearning set are at the edge of Porto, where the road network has
fewer corners, making them simpler to simplify than the trajectories
of the unlearning set in the User scenario. On the contrary, the left
trajectories of the remaining set of the Area scenario are harder
to simplify than those of the User scenario. Similarly, for the B]
dataset, the road network at the center is more regular, making
trajectories at the center simpler to simplify than those at the edge.
And the left trajectories of the remaining set of the Area scenario
are easier to simplify than those of the User scenario. Thus, the
User scenario saw lower SED values on the unlearning set D, than
the Area scenario, and higher SED values on the remaining set D,
than the Area scenario.

The MIA results of the simplification task are much higher than
those of other tasks, i.e., MIAs of other tasks are generally less
than 0.6. The reason is that the MLSimp model employs mutual
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Table 4: MR and MIA Results of Similarity Tasks

Method Unlearn User on Porto Dataset Unlearn Area on Porto Dataset Unlearn User on BJ Dataset Unlearn Area on BJ Dataset Unlearn User on Xian Dataset Unlearn Area on Xian Dataset Rank by
: Du Dr Dv  MIA Du Dr Dv  MIA Du Dr Dv  MIA Du Dr Dv  MIA Du Dr Dv  MIA Du Dr Dv  MIA | SimScore
Retrain 1717 1751 219 0503 1518 1581 2490 0.150 7.589 12365 9105 0502 3.753 8556 6793 0.066 4.007 4952 4817 0501 3.085 4281 409 0090 -
FineTune 1.343 1.609 1.905  0.500 1.613 1.444 1886 0.151 21.618 36.758 35256 0.500 28.372 49.129 45310 0.148 2.162 2.531 2,550 0.502 2.240 2648 2,550 0.081 3
NegGrad | 4542.661 6516.504 6580751 0498 | 4822.099 5986638 6299.869 0.497 | 3891439 5745600 5700.235 0.498 | 3953.140 5587.173 5650.383 0.498 | 8290.668 11953.552 11882.935 0.498 | 8742459 10773216 11059889 0.497 9
BadT 3.710 4783 5862 0.504 3.949 4013 6095 0142 | 28777 47973 43370 0503 | 30214 48968 44278 0.088 5453 6764 6950 0503 5.350 7.176 6900 0.083 6
SCRUB 2170 2.780 3396 0499 2311 2410 4134 0136 | 35657  60.850  57.691 0499 | 122533 74900 95748 0043 | 5312 6.414 6702 0.499 6167 5.530 5822 0.100 5
GDRGMA 1.401 1719 209 0499 1780 1578 2216 0145 | 15203 23790 20636 0500 | 15242  24.873 21616 0050 2526 2,957 2991 0.500 2573 3.085 2963 0.079 1
TopK 3372848 4867141 4906504 0499 | 3592.467 5268.983 5394.047 0457 | 4227.956 6204303 G6191.668 0.498 | 1998.442 2912781 2980.895 0.382 | 3097.600 4375700  4360.883 0.499 | 3974128  4365.109 4665564  0.289 8
RandomK 1544 1.885 2468 0499 2,007 1711 2572 0120 | 16281 24027 21233 0500 | 15460 26460 21992  0.039 2793 3.253 3245 0499 | 3.108 3.221 3151 0.094 2
SFRon 2333 3.134 3.837 0499 | 207.843 71.638  134.550  0.118 15.310 24.003 20.773 0499 17.804 30.174 25935  0.062 12.043 15.609 15937 0.499 135.508 26.542 41.769  0.052 7
SSD 1450 1745 2147 0492 1.797 1.556 2223 0145 | 14983  23.335 20278 0498 | 15403 25014 21734 0122 2529 2,961 2997 0498 | 457399 848894 764796 0.087 4
Table 5: SED and MIA Results of Simplification Tasks

Method Unlearn User on Porto Dataset | Unlearn Area on Porto Dataset Unlearn User on BJ Dataset Unlearn Area on BJ Dataset Unlearn User on Xian Dataset | Unlearn Area on Xian Dataset | Rank by

Du Dr Dv MIA Du Dr Dv  MIA Du Dr Dv  MIA Du Dr Dv  MIA Du Dr Dv  MIA Du Dr Dv  MIA | SimScore
Retrain ‘ 0.037  0.039 0.037 0.762 ‘ 0.037 0.040 0.038 0.613 ‘ 0.009 0.014 0.014 0.683 ‘ 0.012  0.013 0.014 0.242 ‘ 0.018 0.018 0.020 0.533 ‘ 0.016  0.019 0.021  0.371 ‘ -
FineTune 0.039  0.039 0.037 0.849 | 0.037 0.041 0.038 0.595 | 0.009 0.014 0.014 0.502 | 0.012 0.013 0.014 0.288 | 0.018 0.019 0.021 0.602 | 0.016 0.019 0.021 0.286 5
NegGrad 0.038  0.039 0.038 0.787 | 0.037 0.041 0.038 0.596 | 0.008 0.014 0.014 0.556 | 0.012 0.013 0.014 0.344 | 0.018 0.019 0.021 0.673 | 0.017 0.019 0.021 0.353 4
BadT 0.038 0.040 0.038 0.805 | 0.037 0.041 0.038 0.627 | 0.009 0.014 0.014 0551 | 0.012 0.013 0.014 0.380 | 0.018 0.019 0.021 0.623 | 0.017 0.019 0.021 0.454 7
SCRUB 0.038 0.039 0.037 0.825 | 0.037 0.041 0.038 0.664 | 0.009 0.014 0.014 0.660 | 0.012 0.013 0.014 0.356 | 0.018 0.018 0.021 0.742 | 0.017 0.019 0.021 0.510 8
GDRGMA | 0.038 0.039 0.038 0.864 | 0.037 0.041 0.037 0.724 | 0.009 0.014 0.014 0.606 | 0.012 0.013 0.014 0.325 | 0.017 0.019 0.021 0.679 | 0.017 0.019 0.021 0.401 6
TopK 0.038 0.039 0.038 0.755 | 0.037 0.040 0.038 0.522 | 0.009 0.014 0.014 0.529 | 0.012 0.013 0.014 0.323 | 0.018 0.018 0.021 0.622 | 0.016 0.019 0.021 0.334 2
RandomK | 0.038 0.039 0.038 0.767 | 0.037 0.041 0.038 0.606 | 0.009 0.014 0.014 0.674 | 0.012 0.013 0.014 0.294 | 0.018 0.018 0.021 0.685 | 0.017 0.019 0.021 0.467 1
SFRon 0.038 0.039 0.038 0.821 | 0.037 0.040 0.038 0.721 | 0.009 0.014 0.014 0487 | 0.012 0.013 0.014 0367 | 0.018 0.018 0.021 0.697 | 0.017 0.019 0.021 0.374 9
SSD 0.038 0.039 0.038 0.743 | 0.037 0.041 0.038 0.575 | 0.009 0.014 0.014 0.600 | 0.012 0.013 0.014 0.345| 0.018 0.018 0.021 0.725 | 0.017 0.019 0.021 0.329 3

Table 6: F1 and MIA Results of Map Matching Tasks

Method Unlearn User on Porto Dataset | Unlearn Area on Porto Dataset Unlearn User on BJ Dataset Unlearn Area on BJ Dataset Unlearn User on Xian Dataset | Unlearn Area on Xian Dataset | Rank by

Du Dr Dv  MIA Du Dr Dv  MIA Du Dr Dv  MIA Du Dr Dv  MIA Du Dr Dv  MIA Du Dr Dv  MIA | SimScore
Retrain ‘ 0.869 0.877 0.870 0.502 ‘ 0.855 0.881 0.869  0.499 ‘ 0.825 0.844 0.826 0.498 ‘ 0.800 0.844 0.824 0.497 ‘ 0.962 0.964 0961 0.498 ‘ 0931 0.965 0.956 0.500 ‘ -
FineTune | 0.884 0.888 0.885 0.501 | 0.884 0.888 0.885 0.505 | 0.833 0.841 0.833 0.500 | 0.824 0.841 0.833 0.501 | 0.971 0.972 0.968 0.499 | 0.961 0.970 0.967 0.499 1
NegGrad 0.109 0.114 0.112 0.501 | 0.109 0.109 0.109 0.501 | 0.707 0.705 0.703 0.502 | 0.306 0.300 0.301 0.502 | 0.810 0.809 0.809 0.500 | 0.813 0.809 0.809 0.498 9
BadT 0.885 0.893 0.886 0.498 | 0.882 0.893 0.886 0.497 | 0.833 0.851 0.834 0.499 | 0.820 0.849 0.832 0.500 | 0.970 0.972 0.967 0.501 | 0.956 0.971 0.966 0.501 2
SCRUB 0.678 0.682 0.680 0.502 | 0.613 0.734 0.722 0.497 | 0.530 0.535 0.532 0.499 | 0.707 0.745 0.739 0.461 | 0.859 0.859 0.859 0.499 | 0.816 0.855 0.852 0.472 8
GDRGMA | 0.907 0.908 0.907 0.501 | 0.908 0.907 0.907 0.499 | 0.831 0.832 0.830 0.501 | 0.823 0.832 0.830 0.497 | 0.976 0.975 0.969 0.503 | 0.967 0.970 0.969  0.503 5
TopK 0.885 0.887 0.886 0.501 | 0.893 0.887 0.887 0.498 | 0.832 0.834 0.832 0.502 | 0.826 0.835 0.832 0.502 | 0.970 0.969 0.966 0.499 | 0.962 0.967 0.966 0.497 3
RandomK | 0.890 0.892 0.891 0.499 | 0.898 0.892 0.893 0.501 | 0.834 0.836 0.833 0.500 | 0.828 0.836 0.834 0.497 | 0.974 0.973 0.969 0.499 | 0.966 0.970 0.969 0.500 4
SFRon 0.763  0.779 0.775 0.501 | 0.625 0.823 0.789 0.465 | 0.586 0.614 0.606 0.502 | 0.553 0.825 0.784 0.386 | 0.839 0.841 0.841 0.499 | 0.821 0935 0.913 0.439 7
SSD 0.907  0.908 0.906 0.500 | 0.885 0.906 0.902 0.496 | 0.831 0.832 0.830 0.501 | 0.819 0.831 0.829 0.487 | 0.975 0974 0.968 0.501 | 0.916 0.966 0.958 0.463 6

Table 7: MAE and MIA Results of Recovery Tasks

Method Unlearn User on Porto Dataset Unlearn Area on Porto Dataset Unlearn User on BJ Dataset Unlearn Area on BJ Dataset Unlearn User on Xian Dataset Unlearn Area on Xian Dataset Rank by
Hetho Du Dr Dv  MIA Du Dr Dv  MIA Du Dr Dv  MIA Du Dr Dv  MIA Du Dr Dv  MIA Du Dr Dv  MIA | SimScore
Retrain ‘ 103.388 99.794  101.868  0.484 ‘ 89.386  104.466  102.280  0.111 ‘ 258.491  235.162  256.887  0.507 ‘ 277.150  240.946  260.983  0.067 ‘ 77.747 76.905 77.658  0.486 ‘ 81.056 77.460 78.047  0.096 ‘ -
FineTune 121.615 118513  119.811  0.497 98.051  118.671 114.815  0.153 | 258.069  249.156 256.011 0.504 | 261.315 248.881  254.769 0.045 | 110.241 110365 110.522 0.519 | 101.991 106.030 104.784  0.065 5
NegGrad 449.620  437.665  440.007  0.457 | 327.696  386.406 372912 0.155 | 641.259 637.107 642.472 0495 | 796.075 778378  786.320 0.121 | 354.962 356.511 355.017 0.516 | 366.596 389.652 383.500 0.105 9
BadT 119.339 115986  117.464  0.507 | 101.436  121.156  117.757  0.099 | 259.922 243.800 257.990 0.523 | 268.619 247.311 259.431 0.073 | 107.926 107.773 108.119  0.503 | 109.375 114.737 113.468 0.092 4
SCRUB 378.778 368.279 371362  0.492 | 363.217 444302  424.813 0.110 | 640.977 636.875 642.410 0.513 | 695.108 666.477 675755 0.108 | 332.111 331.242 330.343  0.544 | 337.108 348.069 341715 0.078 8
GDRGMA | 102.437 99.922  100.781 0.499 | 85.659 104.501 100.781 0.195 | 256.079  253.800  254.577 0.505 | 260.100 254.366  254.577 0.045 | 76.680  76.351  76.964 0.482 | 76.565 77.639 76.964 0.063 1
TopK 115444 112280 113.235 0.491 99.264 116774  113.229  0.151 | 264.814 261.254  263.323  0.509 | 270.359 263336  264.833  0.045 | 109.205 109.516 109.590 0.494 | 112.179 115239 113.918  0.065 6
RandomK 109.098 106.371  107.112  0.514 | 90.633  109.704 105.848 0.081 | 260.560  257.319  259.066 0.492 | 264.314  257.210  258.368  0.087 94.748 94.643 95.031  0.496 94.253 98.437 96.994  0.085 3
SFRon 292.686 283.964  286.992 0.493 | 311.795 337352 326397 0.144 | 480.472 474.611 480.026 0.492 | 729.290  748.792  745.682 0.125 | 322.194 322.660 321.198 0.518 | 281.899 253473 254.211 0.084 7
SSD 102.519 100.003 100.855 0.496 | 107.652  105.166  104.064 0.124 | 256.291  253.995  254.965 0475 | 274.558  255.104 257.014 0.055 | 76.934 76.489 77.138 0.497 | 129369  79.105  88.178  0.057 2

learning with multiple rounds. Since the GNN model is retrained
in the last round, we treat preceding rounds as the pre-training
of the diffusion model and the last round as the training of the
GNN model. We executed unlearning on the GNN model, but the
pre-trained diffusion model still contains the information about the
unlearning set. Moreover, the grid embeddings pre-trained on the
original dataset also contain the information about the unlearning
set. However, unlearning algorithms are generally designed for a
single training process, whether and how to unlearn pre-trained
and mutual models remain open problems for the community.

A.3 Results of Map Matching Task

Table 6 shows the results of the map-matching task. FineTune and
BadT are good at this task, and NegGrad and SCRUB algorithms
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underperform obviously. The F1 values on the unlearning set D,
of the Area scenario are lower than those of the User scenario,
demonstrating that the Area scenario is easier to unlearn thanks
to its distinguishable data distribution. The F1 values of the Porto
and Xian datasets are higher than those of the BJ dataset, since the
road networks of both are sparser and the distances between points
with wrong segments are larger, which benefits map matching. The
MIA results of all scenarios are around 0.5, indicating the difficulty
of measuring the influence of data in the trajectory map matching
task.

The characteristics of the map matching task can be attributed
to the following reasons. First, the MMA model matches a point by
choosing the optimal surrounding road segment whose embedding
has the highest dot product value with the point embedding. The
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road segment embeddings generated by the Node2Vec method are
fixed and not unlearned, so the MMA model could maintain per-
formance if the road network remains the same. Second, the MMA
model is enhanced by the R-tree index to improve the probability
of choosing the truth, so the unlearning effect is not as obvious
as in other tasks. Third, while previous tasks focus on the whole
trajectory, the map matching task pays more attention to individual
points, thus restraining influence to individuals. Fourth, while both
the image classification task and the map matching task use classi-
fication loss, the former classifies images into fixed labels, whereas
MMA matches points to selected dynamic segments, i.e., different
points have different nearby segments provided by the R-tree index,
making unlearning inefficient.

A.4 Results of Recovery Task

Table 7 shows the results of the recovery task. NegGrad and SCRUB
perform worse, and GDRGMA and SSD are better. The MAE val-
ues of the Porto and Xian datasets are lower than BJ because the
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map matching accuracies of both are higher, and higher accuracy
benefits recovery. Some algorithms saw dramatic increases in MAE
values since recovery is based on linking matched segments with
their shortest path on the road network. The trajectory changes
intensely even if one segment is mismatched.

The MIA results are diverse in the User and Area scenarios.
First, as mentioned before, the distributions of the remaining and
unlearning sets in the User scenario are similar, the remaining
set contains the information about the unlearning set, so the MIA
values are about 0.5. However, the distributions are distinct in the
Area scenario, so the MIAs of the Area scenario are lower than those
of the User scenario. Second, the trajectory recovery task outputs
the whole trajectory, which provides adequate information for MIA,
while map matching focuses on specific points and surrounding
segments, lacking the global view of the trajectory.
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