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Abstract

As large language models (LLMs) become ubiquitous in public-
facing services, millions of users engage in unauthenticated ses-
sions under the assumption that "no login" implies "no tracking" We
challenge this assumption by formalizing Dialogue Attribution—the
task of identifying the same user across disparate, unauthenticated
human-LLM sessions, even under severe topic shifts. To rigorously
quantify this threat, we introduce WildAuth, the first benchmark
derived from real-world ChatGPT logs, and propose Uncertainty-
aware Multi-aspect Attribution (UMA). UMA effectively links users
by fusing complementary identity signals—content, stylometrics,
interaction, and personality—via a novel uncertainty-aware mecha-
nism that dynamically suppresses noise in ambiguous or short-text
scenarios. Our approach consistently outperforms strong stylomet-
ric, PLM-based, and LLM-assisted baselines, achieving an AUC of
92.05% (F1 76.15%) in challenging cross-topic settings. More criti-
cally, we find that attribution remains highly effective (88.65% AUC)
even when relying solely on the LLM’s responses. These findings
expose a fundamental privacy paradox: the very behavioral sig-
natures that enable natural interaction—including the assistant’s
stylistic "mirroring"—render anonymous sessions intrinsically link-
able, necessitating a re-evaluation of privacy standards for Al in-
frastructure.
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1 Introduction

As LLMs evolve into the primary interface for the Web, they are
rapidly becoming critical infrastructure for healthcare [1], law [2],
education [3], and government services [4]. This integration has
driven a massive shift toward unauthenticated, "anonymous" ses-
sions, where users—from citizens at a government helpdesk to
patients seeking triage—feel safe disclosing highly sensitive infor-
mation. They operate under the assumption that "no login" means
"no tracking." However, we argue this assumption masks a funda-
mental privacy paradox: the more natural and helpful a dialogue
becomes, the more unique behavioral evidence it exposes. While
no cookie or account ID links these sessions, the conversation itself
acts as a persistent fingerprint, potentially allowing third parties to
reconstruct a user’s identity across disparate sensitive domains.

This paradox creates a new and urgent technical problem we
term Dialogue Attribution: the task of identifying the same user
across disparate, unauthenticated LLM sessions, even when top-
ics, timeframes, and platforms change. Tackling this is uniquely
challenging due to two factors. First, LLM dialogues are highly dy-
namic; a user’s style often shifts with the topic or, more insidiously,
exhibits a mirroring effect where the user unconsciously adopts
the assistant’s linguistic patterns [5]. Consequently, standard stylo-
metric methods often overfit to transient content ("what is said")
rather than the stable authorial identity ("who is speaking"). Second,
unauthenticated sessions are often short and sparse, yielding a faint
behavioral signal that renders traditional profiling unreliable.

To overcome these challenges, we posit that while users may
mask what they discuss, they cannot easily hide who they are.
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Psychological research suggests that an individual’s internal be-
havioral logic remains consistent even as topics shift from "cook-
ing" to "bankruptcy” [6]. Guided by this insight, we propose the
Uncertainty-aware Multi-aspect Attribution (UMA) frame-
work. UMA captures a robust conversational fingerprint by fusing
four complementary signals—Personality, Interaction dynamics,
Stylometrics, and Content (PISC)—into a unified identity signature.
Crucially, to handle the noise inherent in short texts, we introduce
an Uncertainty-aware Fusion mechanism that explicitly models
feature reliability, dynamically down-weighting ambiguous signals
to prevent overfitting.

Our investigation yields a startling conclusion: the chatbot knows
it’s you. Our experiments on a new multi-tier benchmark reveal
that UMA achieves an AUC of up to 92.1% on the most challeng-
ing cross-topic tasks, significantly outperforming strong baselines.
Most notably, we find that user identity leaks through not only the
user’s own words but also the LLM’s responses, which encode both
user’s topics and prompting style. Our main contributions are:

e We construct and release the first open-set benchmark for
unauthenticated LLM dialogue attribution, derived from
real-world chat logs and structured into three difficulty tiers to
rigorously test cross-topic user linkage.

e We propose the UMA framework, the first method to explicitly
model inferred Personality and Interaction Dynamics as sta-
ble identity anchors, enabling robust tracking even when users
switch topics or mask their writing style.

e We develop an Uncertainty-aware Fusion mechanism that
dynamically re-weights feature contributions based on reliabil-
ity, significantly improving accuracy in the sparse, short-text
scenarios characteristic of anonymous sessions.

o We demonstrate that "anonymous" sessions are fundamentally
trackable by revealing that user identity leaks not only through
user queries but also through mirroring in LLM-generated re-
sponses, compelling a re-evaluation of privacy standards for
public-facing AL

The remainder of this paper is organized as follows. Section 2
formalizes the Dialogue Attribution problem and outlines the pri-
vacy paradox in unauthenticated sessions. Section 3 reviews related
work. Section 4 details the curation of our dataset and the construc-
tion of the WildAuth benchmark. Section 5 presents the proposed
Uncertainty-aware Multi-aspect Attribution framework. Section 6
reports comprehensive experimental results and analyses. Section 7
concludes the paper.

2 Preliminaries

2.1 Emerging Privacy Threats in Future LLM

LLM Ubiquity Across Critical Infrastructure LLMs have achieved
unprecedented pervasive deployment since ChatGPT’s November
2022 launch. By September 2025, ChatGPT alone serves 800 mil-
lion users generating 2.5 billion daily prompts [7, 8], while LLMs
have penetrated mission-critical domains: 88% of students use Al
for learning [9], healthcare professionals increasingly rely on Al
consultation tools [10], and 18% of consumer complaints demon-
strate LLM assistance [11]. This pervasive integration extends to
corporate communications (24%) and biomedical research abstracts
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(13.5%) [11, 12], establishing LLMs as essential infrastructure across
society.

The Trajectory Toward Anonymous Access Despite current
registration requirements, operational imperatives drive a funda-
mental shift toward anonymous LLM access. Government services
lead this transition, exemplified by the UK’s GOV.UK Chat serving
thousands without registration [13], while public sector deploy-
ments span healthcare consultations [14], legal advice [15], and
financial services [16]. Private sector adoption amplifies this trend
through 320,000+ publicly accessible LLM services [17], embedded
customer service Al [18], and one-click website chatbot integration
platforms [19, 20]. This trajectory reflects practical necessity: users
cannot reasonably register with every Al-enabled touchpoint as
LLMs become ubiquitous infrastructure.

The Privacy Paradox and Serious Consequences The conver-
gence of LLM pervasiveness and anonymous access creates unprece-
dented privacy vulnerabilities affecting 700+ million weekly users
[8]. Users share sensitive information—medical symptoms, financial
difficulties, legal concerns—under the assumption of anonymity,
yet these interactions potentially enable sophisticated behavioral
tracking and cross-platform user attribution. The consequences are
particularly severe for vulnerable populations, with elevated adop-
tion rates among Hispanic (66%) and Black (57%) communities [21],
while applications span domains where privacy breaches carry life-
altering impacts: healthcare discrimination [22], academic profiling,
and political surveillance. As malicious actors could aggregate be-
havioral patterns across healthcare, educational, and government
Al services to construct comprehensive user profiles, the apparent
anonymity of LLM interactions masks serious privacy risks that
current regulatory frameworks fail to address adequately.

2.2 A Motivating Example

Consider a user, as shown in Figure 1, who seeks anonymous aid for
compounding life crises. Over a week, she consults three separate
chatbots: a mental health bot for anxiety (“honestly it’s kinda stress-
ing me out”), a legal bot for a lease violation ( “is that actually illegal?
i’m pretty stressed”), and a medical bot for chest pain (“kinda worried
tbh”). Despite avoiding account registration, she leaves a persistent
conversational fingerprint: distinctive lexical markers (“honestly”,
“kinda”, “tbh”), interaction rhythms aligned with her lunch breaks,
and consistent personality markers (anxiety-driven hedging, help-
seeking tone). An adversary aggregating these logs could link the
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sessions to reconstruct a devastating profile—correlating her ille-
gal subletting with her deteriorating mental and physical health.
This scenario exemplifies the privacy paradox of anonymous Al: the
very linguistic naturalness that makes LLMs helpful simultaneously
exposes users to cross-domain re-identification, enabling severe
exploitations from employment discrimination to insurance fraud.

2.3 Problem Statement

The fundamental question driving this research is deceptively sim-
ple: Can we identify the same person across different anonymous
conversations with Al systems? This capability would fundamen-
tally undermine the privacy assumptions underlying anonymous Al
services. A person’s writing style, vocabulary choices, conversation
patterns, and even the timing of their interactions create unique be-
havioral signatures. If these signatures can be reliably detected and
matched, then the promise of anonymous Al assistance becomes
illusory, exposing users to very privacy risks they sought to avoid.

Let the input space be defined as: X = {(le‘, D§)|D?, D}‘ € D},

where D is the dialogue dataset, i, j index users, and h, k index

M) 40

their sessions; each dialogue D; = {t;

several turns of interaction; each turn t,il)

e t,(,? } consists of

represents text exchanged
between user and LLM.

The output space is binary: Y = {0, 1}, where y = 1 indicates
dialogues are from the same user (positive class) and y = 0 indicates
dialogues are from different users (negative class).

The objective is to learn a mapping function f(-) : X — Y such
that the error £(f) is minimized.

3 Related Works

Stylometry and Interaction Dynamics Traditional authorship
verification has long relied on static stylometrics. Character-level
n-grams, which capture sub-lexical patterns like punctuation and
affix usage, remain a robust baseline for identifying authors across
topics [23, 24]. These methods were developed for a monologic
paradigm—analyzing static artifacts like essays [25] or social media
posts [26] authored by a single individual. In this setting, the tem-
poral dimension of drafting is intrinsically absent from the final
text, rendering behavioral analysis impossible. Our work, however,
targets a fundamentally different domain: LLM Dialogue Attribu-
tion. LLM sessions are inherently dyadic and dynamic, defined by
real-time turn-taking between a user and an assistant. This live
structure generates a new class of behavioral metadata (e.g., re-
sponse latency, turn-taking rhythm) that is structurally nonexistent
in static corpora. While such interaction dynamics have been stud-
ied in other user profiling domains [27, 28], our framework is the
first to formalize and exploit them as core identity anchors in the
specific context of unauthenticated LLM sessions.

Neural Embeddings Deep learning approaches typically encode
entire documents into dense vectors using models like BERT [29]
or RoBERTa [30], often followed by metric-learning heads [31].
While these methods achieve high accuracy in closed domains, they
suffer from a critical "content bias": their representations are often
dominated by semantic topic information rather than stylistic [32].
This limitation is particularly severe in unauthenticated LLM ses-
sions, where users frequently switch topics (e.g., from health to
law) within short spans. Recent studies confirm that standard PLMs
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degrade significantly in such cross-topic scenarios [32]. Although
methods like LUAR [33] mitigate this via windowed contrastive
learning, they still struggle to disentangle "topic" from "author" in
the sparse, few-shot context of anonymous chat sessions.
LLM-based Methods and The Mirroring Effect The integra-
tion of LLMs into authorship analysis has primarily focused on
using them as advanced annotators to detect stylistic nuances [34].
Our work shifts the focus to the LLM as a participant. Drawing on
Communication Accommodation Theory, which posits that speak-
ers unconsciously adapt to one another [35], we identify a novel
privacy vector unique to this domain: the mirroring effect. Recent
studies confirm that LLMs align their lexical style with users during
conversation [5]. We argue that this phenomenon transforms the
attribution task: the LLM’s own responses become a latent carrier
of the user’s identity. Unlike prior work that discards system re-
sponses as noise, our framework actively decodes this mirrored
signal to enhance attribution robustness.

4 The WildAuth Benchmark

To rigorously evaluate Dialogue Attribution in real-world scenarios,
we introduce WildAuth, an open-set benchmark derived from
unauthenticated user behaviors. WildAuth is designed to prevent
models from relying on spurious correlations (e.g., topic artifacts) by
enforcing strict cross-topic and cross-domain evaluation protocols.
The dataset, code, and evaluation scripts are available at https:
//github.com/wwx0015/WildAuth

4.1 Dataset Curation

We construct WildAuth from WILDCHAT-1M [36], a large-scale
corpus of multi-turn user-ChatGPT dialogues. Each session is asso-
ciated with a hashed user identifier, enabling ground-truth linkage.
To ensure the benchmark reflects meaningful attribution challenges
rather than trivial short-text matching, we apply the following fil-
tering criteria: 1) users must have at least 2 distinct sessions, and 2)
each dialogue must contain a minimum of 4 turns. Our empirical
analysis (see Appendix C.2) confirms that shorter contexts yield
negligible attribution signal. The final curated dataset comprises
1,755 dialogues from 442 unique users. While 442 users represent a
pilot-scale study compared to commercial deployments, this scale
is sufficient to demonstrate the existence of the privacy paradox
and the relative efficacy the proposed framework over baselines.
Data Representation We construct a pairwise verification task.
For a user i with n; dialogues, we generate all possible positive pairs
(Df’, D{F). To maintain class balance, we sample an equal number of
negative pairs (Dlh, Df) drawn uniformly from disjoint users. Each
sample is serialized as a tuple:

S = (Label, D4, Dp, Ta, T5) @

where D represents dialogue and 7~ represents turn-level times-
tamps, essential for extracting interaction dynamics. We strip ge-
olocation metadata to prevent the model from learning shortcuts.

4.2 Difficulty Tiers

To systematically assess model robustness against contextual shifts,
WildAuth features three progressively challenging tiers. We lever-
age an LLM-based topic classifier [37] to annotate each dialogue
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Table 1: Statistics under an 80/20 user-level open-set split.

Metric Easy Medium Hard
Total Users 442 442 372
Split (Train / Test) 352/90 352/90 304 /68
Total Pairs 18,630 18,630 12,924
Total (Pos / Neg) 9,315/9,315  9,315/9,315 3,609/ 9,315
Train Pairs (Total) 16,116 16,116 11,200
Pos / Neg 8,058 /8,058 8,058 /8,058 3,142/ 8,058
Test Pairs (Total) 2,514 2,514 1,724
Pos / Neg 1,257 / 1,257 1,257 / 1,257 467 / 1,257

with one of 14 coarse topics (e.g., Legal, Medical, Creative Writ-
ing). We compare the topic distribution of WildAuth with OpenAT’s
aggregate ChatGPT usage statistics (Figure 7, Appendix A), con-
firming that our benchmark broadly aligns with real-world usage.

e Easy (Random Tier): Positive pairs are intra-user; negative
pairs are random inter-user. This setting mirrors i.i.d. evaluation.

o Medium (Topic-Matched Negatives): Negative pairs are re-
stricted to different users discussing the same topic. This forces
the model to distinguish style from semantic content.

e Hard (Cross-Topic Positives): Positive pairs are restricted to
the same user discussing disjoint topics (e.g., User A discussing
Finance vs. User A discussing Cooking). This represents the "Pri-
vacy Paradox" scenario where users traverse disparate domains.

4.3 Data Partitioning Strategy

To simulate realistic attribution scenarios, we enforce a strict open-
set protocol [38] where the set of users in the training and testing
partitions are mutually exclusive. This ensures that the model learns
generalizable identity features rather than memorizing specific
users seen during training.

Real-world user activity follows a heavy-tailed power law, where
a small fraction of "power users" generates a disproportionate vol-
ume of dialogue. Standard random splitting can disrupt this distri-
bution, leading to test sets that do not reflect the diversity of the
population. To prevent such distribution shifts, we employ a strati-
fied user-level split that explicitly preserves the long-tail character-
istic in both subsets (see Appendix A). This guarantees that both
partitions contain a representative mix of sparse and prolific users.
The statistics of the WildAuth benchmark after this rigorous parti-
tioning are summarized in Table 1. Across the Easy and Medium
tiers, both training and test sets remain strictly balanced in terms of
positive and negative pairs. The Hard tier is class-imbalanced. Be-
cause we require positive pairs to come from cross-topic dialogues
of the same user, the pool of eligible same-user pairs is smaller. We
therefore subsample positive pairs while retaining all negatives, so
that the overall benchmark remains sufficiently large.

4.4 Ethical Considerations

Given the sensitive nature of user profiling, we adhere to strict
ethical guidelines. First, WildAuth is derived exclusively from the
public WildChat corpus, which has already undergone PII scrubbing.
Second, our benchmark is released solely for research purpose—to
quantify privacy risks and develop obfuscation tools—rather than
to enable surveillance. While this work demonstrates a privacy vul-
nerability, we adhere to the ACM Code of Ethics by disclosing this
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flaw to the research community to accelerate defensive measures
(e.g., obfuscation tools) before malicious actors can exploit it.

4.5 Baselines and Evaluation Protocol

We evaluate WildAuth against representative methods from three
paradigms: classical stylometry, neural encoders, and LLMs.
Stylometric Baselines We employ Character n-grams [24], the
standard for authorship attribution. We extract character 3-grams
and 4-grams, weight them via TF-IDF, and compute the cosine
similarity between dialogue vectors.

Neural Embeddings We utilize pre-trained transformers to encode
dialogues into dense vectors, using cosine similarity for verification.

e BERT [29] & RoBERTa [30]: We encode the entire dialogue text
and use mean-pooling over the last hidden layer to obtain a static
semantic representation.

e LUAR [33]: The current state-of-the-art for open-set authorship
verification. LUAR learns to map text to an "author style" embed-
ding space via contrastive learning on windowed text chunks,
explicitly designed to be topic-invariant.

LLM-based Methods We investigate both representation-based
and generation-based approaches.

e OpenAl Embeddings: We use text-embedding-3-large [39], a
commercial state-of-the-art semantic encoder.

o LIP (Linguistically Informed Prompting) [34]: We implement a
zero-shot prompting strategy where an LLM (GPT-4) is explicitly
instructed to analyze stylometric features (e.g., punctuation, tone)
and output a verification decision.

Metrics We report the Area Under the ROC Curve (AUC) as the
primary metric. To complement this ranking-based view with a
thresholded decision metric, we also report the F1-Score, which
jointly accounts for precision and recall.

5 Uncertainty-aware Multi-aspect Attribution

We propose Uncertainty-aware Multi-aspect Attribution, a unified
framework designed for robust dialogue attribution. This frame-
work integrates four complementary aspects of conversational evi-
dence, grounded in the intuition that every user leaves a distinctive
conversational fingerprint. As illustrated in Figure 2, this fingerprint
spans a hierarchical spectrum. At the foundational level, Content
and Stylometrics provide direct, explicit evidence; however, these
signals are highly sensitive to situational variations, exhibiting high
dynamics. To counteract this instability, we incorporate Interaction
and Personality ascending the hierarchy, as these aspects capture
deeper behavioral and psychological traits intrinsic to the user’s
identity. Yet, this depth comes at a cost: inferring such latent at-
tributes from sparse dialogue turns inherently introduces higher
inference uncertainty. To explicitly address the resulting trade-
off between feature dynamics and uncertainty, we introduce an
uncertainty-aware fusion mechanism that re-weights these aspects,
effectively mitigating the impact of noise in sparse or ambiguous
dialogue pairs. In the following subsections, we detail each aspect
and the Uncertainty-aware Fusion process.
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Figure 2: Overview of the UMA framework. The model extracts four hierarchical aspects: Content, Stylometrics, Interaction,
and Personality. The Uncertainty-aware Fusion module dynamically re-weights these features using aspect-level uncertainty
and sample-level uncertainty to generate the final attribution decision.

5.1 Content-Based Semantic Consistency

The content aspect constitutes the foundational layer of our frame-
work, evaluating semantic consistency across dialogues. Building
on the premise that authors exhibit stable semantic patterns, this
module leverages vector embeddings to capture identity-preserving
content features. For each dialogue, we encode the textual content
into a dense vector representation using LUAR. LUAR builds on
BERT-style encoders, which provide a high-level summary of dia-
logue content, and further adds an architecture specifically tailored
for authorship attribution. Given this design, we treat LUAR as the
content backbone of our framework and leave fine-grained stylo-
metric features to the dedicated stylometric module (Section 5.2).
We then compute the cosine similarity between the two embed-
dings to quantify the degree of semantic consistency. Formally, the
content-level similarity between two dialogues is defined as:

fiuar(Dy) - fiuar(Dj)
I fuar (D)l | fruar (D))l

where D; and D; denote two user-LLM dialogues, and fiyar(-)
is the pre-trained LUAR encoder that maps each dialogue into a
text-based embedding.

simcontent (Di, Dj) =

@

5.2 Stylometrics-Based Writing Style

The Stylometrics aspect captures the writing style of the user, func-
tioning as a textual identity that remains consistent across top-
ics [40]. We extract a comprehensive set of stylometric features
that capture an individual’s writing style. At the lexical level, we
look at word length, character makeup, and vocabulary variety,
which reflect how the writer usually chooses and combines words.
Syntactic features are captured through the use of function words
and common part-of-speech patterns. We also include character-
level signals such as character frequencies, character n-grams, and
punctuation usage, which provide fine-grained information about
writing habits. Beyond this, we add structural features that describe
how messages are arranged, including formatting patterns and the
use of special symbols. In addition, we incorporate non-standard
spelling features that measure how often misspellings occur, how
many types of errors appear, which mistakes repeat across mes-
sages, and how varied the error distribution is.

By encoding these stylistic choices, the style aspect produces a
representation of the user’s writing style. This allows us to compare
two sessions in terms of stylistic similarity. The style-level similarity
between two sessions is defined as

fsty(Di) - fsty (D})
I fsty (D)1 || fsty (D)

where fsty(-) denotes the stylometric feature extractor based on
the stylometrics framework, which captures lexical, structural, and
orthographic regularities of style. A higher cosine similarity implies
stronger stylistic consistency between the two dialogues.

SiInstyle (Di, Dj) =

®)

5.3 Interaction-Based Conversational Patterns

The interaction aspect models the conversational patterns govern-
ing the user-LLM exchange. Unlike traditional authorship analysis,
which treats text as static, we posit that the turn-taking patterns
and structures of a dialogue carry latent behavioral fingerprints that
are distinct from linguistic style and harder to mimic. We capture
three distinct categories of interaction features. First, Temporal
Activity Patterns quantify the user’s interaction pacing, includ-
ing the speaking-frequency distribution over time partitions (e.g.,
hour-of-day), the inter-turn gaps, and the user response latency,
which serves as a proxy for the user’s thinking time and engage-
ment intensity. Additionally, Conversational Structure models
discourse flow and dependency habits, where key indicators include
the propensity to repurpose prior LLM responses as subsequent
prompts, the frequency of topic shifts, and the inter-turn coherence
of consecutive user queries. Finally, LLM Adaptation Cues lever-
age findings that LLMs tend to mirror user styles [41] to track the
trajectory of the assistant’s alignment; specific features include the
average degree of style convergence and the correlation between
the user’s and the LLM’s turn-by-turn stylistic shifts.

Given that interaction cues are heterogeneous rather than purely
semantic, a single similarity metric captures only partial evidence.
Therefore, we employ a suite of distance metrics to construct a
comprehensive similarity vector. The interaction-level similarity
between two sessions D; and Dj; is formally defined as a multi-
dimensional tuple:

siminteraction (Dis Dj) = [SCOS: Sty5 St;> Smahas scorr] N (4)
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where the components correspond to Cosine similarity, Euclidean
distance, Manhattan distance, Mahalanobis distance, and Pearson
correlation coefficient, respectively. This multi-view representation
allows the downstream fusion model to weigh different geometric
properties of the interaction space. Detailed mathematical formula-
tions for each metric are provided in Appendix B.

5.4 Personality-Based Behavioral Profiles

The personality aspect is introduced to capture deeper behavioral
consistency reflected in sessions. Motivated by prior evidence that
personality can be inferred from text [42], we adopt the Big Five
framework [43] to characterize users along five dimensions (Openness,
Conscientiousness, Extraversion, Agreeableness, Neuroticism). Each
dialogue is converted into an affective feature vector. We employ
the Big Five model not to perform clinical diagnosis, but to extract
consistent behavioral signatures. While we acknowledge the do-
main shift between the essay-based training data and our dialogue
inference, our objective is attribution, not psychological profiling.
Even if an inferred ‘Extraversion’ score lacks clinical precision, it
serves as a valid identity marker as long as it remains stable for a
given user across different topics. To capture the user’s emotional
profile, we fuse signals from four diverse lexicons:

e NRC Emotion & VAD: Quantifies five emotions (e.g., anger, joy)
and three affective dimensions (valence, arousal, dominance).

o AffectiveSpace & SenticNet: Maps semantic concepts to broader
emotional patterns and polarity (positive/negative).

o Empath: Tracks psychological themes such as ‘social interaction’
or ‘risk’ in everyday language.

These features are fed into five classifiers trained on the Essays Big
Five dataset [44]. This enables supervised learning of personality
traits (fpers (D) = [O, C, E, A, N]) within a compatible feature space,
outputting scores that serve as the user’s psychological embedding.

To compare two dialogues, we treat their personality representa-
tions as points and compute their similarity using cosine distance:

fpers(Di) : fI‘Jers(Dj)
”fi)ers(Di)” ||fiJers(Dj) ”

where fpers(D) denotes the function that yields the five-dimensional
OCEAN trait vector for dialogue D. A larger cosine value indicates
greater alignment in the psychological profiles of D; and D; .

(©)

SiInpelrsonality (Di, Dj) =

5.5 Uncertainty-aware Multi-aspect Fusion

To integrate the heterogeneous signals from the PISC subspaces
while mitigating noise (e.g., topic shifts or sparse interactions), we
propose an Uncertainty-aware Multi-aspect Fusion framework. Un-
like static weighting schemes, our approach dynamically quantifies
the epistemic uncertainty of each attribution task and optimizes the
fusion via a meta-learning rank-based mechanism.

For each dialogue pair (D;, Dj), we first generate independent
posterior probabilities. Let m € {P, I, S, C} denote the Personality,
Interaction, Stylometrics, and Content aspects, respectively. b, is a
logistic regression classifier trained on its corresponding subspace
Xm, outputting a probability Py, = P(y = 1|X},). Simultaneously,
a global baseline model hy,,s, provides an initial attribution score
Ppase using the concatenated feature set.
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5.5.1 Uncertainty Quantification. A key challenge in dialogue attri-
bution is the instability of behavioral signals under severe topic drift.
We capture this uncertainty by measuring the predictive consensus
among the multi-aspect experts. Formally, we define the epistemic
uncertainty as the standard deviation of the expert predictions:

1 M
o1 =1 37 mZﬂ(Pm = Pm)? ©)

where M = 4 and Pex is the mean expert probability. We derive a
consensus weight o;; using an exponential decay function:

wij = exp(—kK - 0ij) ™)
where k is a hyperparameter (set to 2.0 in our implementation).
High consensus (0;; — 0, w;; — 1) indicates a reliable behavioral

signature, while high disagreement (w;; — 0) triggers the suppres-
sion of expert signals to avoid over-reliance on noisy dimensions.

5.5.2  Adaptive Meta-learning and Rank Fusion. To ensure robust-
ness across varying difficulty tiers, we employ a meta-optimization
stage to dynamically search for the optimal fusion coefficient a*.
Through internal stratified K-fold cross-validation on the training
partition, «* is determined by maximizing the local AUC:

a* =arg max AUC (R(Ppgse) + - @ - ﬁ(Pexp),y) (8)

a€[0,0.4]

This mechanism allows the UMA to pivot: in high-verifiability
scenarios (Easy Tier), the model preserves the baseline performance
(a* — 0); in cross-topic scenarios (Hard Tier), it leverages multi-
aspect consensus to recover identity anchors. Finally, a trace of the
original probability is re-injected via linear interpolation to ensure
numerical continuity for downstream decision-making.

Given the ranking-centric nature of attribution tasks (evaluated
via AUC), we perform fusion in the rank manifold rather than the
probability space to eliminate calibration bias between experts. The
attribution score Sf5eq is formulated as a weighted Borda count:

Sfused = R(Ppase) + " Wjj - R(Pexp) )

where R(-) denotes the rank-transformation function.

6 Experiments

6.1 Implementation Setup

Experiments were conducted on an NVIDIA RTX 3090 GPU us-
ing Python 3.12, PyTorch 2.5.1, and scikit-learn 1.7.2. Features are
standardized via z-score normalization fitted solely on the training
set. The model is an #-regularized Logistic Regression (liblinear,
C = 1.0, 2000 iterations).

6.2 Experiment Results and Analysis

Overall AUC trends across datasets Table 2 summarizes di-
alogue attribution performance across three difficulty tiers and
three text-source configurations. Overall, our methods MA(ISC),
MA(PISC), and UMA(PISC) consistently demonstrate robust perfor-
mance, surpassing all baselines in the most challenging configura-
tions. For our proposed methods, a clear ordering User > User+LLM
> LLM emerges. This indicates that while user-authored text car-
ries the core identity signal, the inclusion of LLM replies—though
informative—introduces additional topic- and task-specific content
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Table 2: Attribution performance (AUC %) across datasets. MA: Multi-aspect Attribution. Features: Interaction (I), Style (S), Con-
tent (C), Personality (P). Bold indicates the best performance per setting (improvement over strongest baseline in parentheses);
underlined values denote the global best for each dataset. Cell colors range from red (high AUC) to blue (low AUC).

Dataset  Text Source N-Gram BERT RoBERTa LUAR  Text-Emb-3 LIP \ MA(ISC) MA(PISC) UMA(PISC)
AUC (%) AUC(%) AUC(%) AUC(%)  AUC(%)  AUC(%) | AUC(%)  AUC (%) AUC (%)
Easy User 90.08 92.18 91.59 95.81 96.50 94.12 98.05 98.23 98.23 (+1.73)
LLM 87.73 91.62 91.04 94.74 93.24 92.27 96.93 97.04 97.11 (+2.37)
User + LLM 88.78 92.48 92.28 95.95 94.73 87.88 97.66 97.82 97.90 (+1.95)
Medium  User 78.32 82.64 83.85 91.49 93.77 89.57 94.22 94.89 94.92 (+115)
LLM 77.83 81.40 81.04 90.51 86.98 88.54 92.67 93.59 93.59 (+3.08)
User + LLM 77.42 83.17 84.31 90.90 89.09 87.84 93.26 94.05 94.08 (+3.18)
Hard User 70.23 75.17 77.27 87.58 88.51 86.19 91.18 92.00 92.05 (+3.54)
LLM 84.08 76.98 82.74 87.83 88.65 88.65 (+4.57)
User + LLM 74.66 77.20 84.97 80.54 83.43 88.96 89.86 90.24 (+5.27)
that can dilute the signal density in the User+LLM setting compared ! -
to User alone. In the Hard, LLM-only setting, stylometric methods E 0.7 1 I === Decision Threshold (t")
(LUAR, LIP) clearly dominate semantic encoders (BERT, RoBERTa, < i FFel\?ciﬁpﬁa,l,S:e 7'\l7e)gatlves
Text-Emb-3), indicating that the structural and stylistic signals pre- ° ! o Suppressed False Positives
served in the assistant’s mirroring contribute more to attribution é 0.6 ‘ (FP = AN, n288)
than semantic content, which degrades when topics shift. n )
LLM-only attribution and privacy risks In the LLM-only setting, _S 0.5 immm o »w [ | ‘ ________________
a striking pattern emerges: both our multi-aspect methods and T ©, ®
the stylometric baselines (LUAR, LIP) achieve strong attribution 2
performance across all three difficulty tiers, with AUC consistently a 0.4 i e
above 80%. These results highlight a core privacy risk: user identity <z( i
can be reconstructed to a substantial extent from LLM responses -] [
alone. This finding challenges the assumption that redacting user 0.3 T i T T
0.3 0.4 0.5 0.6 0.7

queries is sufficient for anonymization; the “mirroring effect” in the
assistant’s response effectively leaks the user’s prompting style.
Personality and Uncertainty-aware Fusion gains Comparing
MA(ISC) with MA(PISC) isolates the contribution of personality: in-
corporating personality traits leads to consistent AUC gains across
all tiers (e.g., +0.82% in Hard, User-only), confirming that psycholog-
ical profiles provide an orthogonal signal beyond content, stylomet-
rics, and interaction. The transition from MA(PISC) to UMA(PISC)
further refines performance, particularly in the Hard tiers. While
some configurations (e.g., Hard, LLM-only) show similar AUC for
MA and UMA, this aligns with UMA’s design as a conservative
refinement mechanism. By down-weighting ambiguous pairs near
the decision boundary, Uncertainty-aware Fusion prioritizes reli-
ability, ensuring that the model improves confidence on difficult
samples without forcing varying decisions on stable ones.
F1-scores consistent with AUC trends To complement AUC,
Table 3 in Appendix C.1 reports F1-scores across all settings. The F1
patterns closely follow the AUC: UMA(PISC) achieves the largest
gains on the Hard tiers (e.g., +3.74 in the User-only and +5.29 in
the LLM-only), confirming that our method yields more reliable
decisions where attribution is most challenging. In the LLM-only
setting, both our methods and the stylometric baselines still main-
tain strong attribution performance, with F1 exceeding 85% on Easy,
84% on Medium, and 66% on Hard, reinforcing the privacy concern
that identity can be inferred even from LLM responses alone.

MA Prediction Score (Pua)

Figure 3: Probability shift dynamics for samples rectified by
UMA. Points represent test instances misclassified by the
base MA but correctly classified after Uncertainty-aware Fu-
sion. The dashed lines (r*) denote the decision boundary
normalized to 0.5.

6.3 Decision Boundary & Probability Shift

To investigate the mechanism by which Uncertainty-aware Fusion
improves performance, we analyze the shift in probability for “rec-
tified” samples—instances misclassified by the base Multi-aspect
(MA) model but correctly classified by UMA. For unified visualiza-
tion, we normalize the decision space such that the base model’s
optimal threshold 7* maps to 0.5.

As shown in Figure 3, the rectified samples are not randomly dis-
tributed but are tightly clustered around the decision intersection
(7*, 7). This concentration reveals that UMA does not drastically
alter high-confidence predictions (which would risk introducing
new errors); rather, it acts as a fine-grained refiner for ambiguous
cases. By explicitly down-weighting unreliable signals via our un-
certainty term, UMA "nudges" these borderline samples across the
decision threshold. Thus, the mechanism targets high aleatoric
uncertainty—where the base model is indecisive—enhancing ro-
bustness without compromising stability.
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Figure 4: Normalized aspect-level SHAP importance compar-
ison between MA and UMA.

6.4 Aspect-wise Contribution Analysis

To determine which behavioral signals drive attribution decisions,
we quantify aspect-level importance using SHAP (SHapley Additive
exPlanations) scores [45]. We aggregate feature-wise SHAP values
within each of the four aspects to derive their normalized global
contribution, as illustrated in Figure 4.

In the base MA model, the Interaction aspect dominates the
decision process. This trend reflects a tendency to overfit to high-
variance features—such as turn-taking rhythm and message gaps—
which, while discriminative in long sessions, behave as noise in
sparse dialogue. Conversely, Personality and Stylometrics contribute
minimally, suggesting that the base model struggles to extract
these subtle stable signals from short texts. The introduction of
Uncertainty-aware Fusion in UMA produces a decisive shift in fea-
ture reliance. The contribution of Interaction decreases significantly,
confirming that our fusion mechanism successfully identifies and
down-weights these uncertain signals in ambiguous samples. Si-
multaneously, the importance of Stylometrics and Content increases,
becoming dominant. This shift validates our core hypothesis: UMA
forces the model to pivot from noisy, situational dynamics to sta-
ble, identity-preserving linguistic patterns when confidence is low,
thereby enhancing robustness across topics.

6.5 Drivers of Verification Difficulty

To identify the behavioral characteristics that facilitate or hinder
attribution, we conduct a fine-grained analysis of the Hard bench-
mark tier. While the global Hard setting (cross-topic) is challenging,
we hypothesize that intrinsic verifiability varies significantly across
dialogue types. To test this, we stratify the Hard test set into three
fine-grained Verifiability Tiers based on model loss (detailed seg-
mentation logic in Appendix D): Tier-I (High Verifiability): Pairs
where attribution is most reliable. Tier-II (Moderate Verifiabil-
ity): Pairs with average difficulty. Tier-III (Low Verifiability):
Pairs prone to misattribution. Figure 5 correlates these tiers with
dialogue topics. We observe that verification difficulty is fundamen-
tally governed by the functional constraints of the conversation:

e Creative & Open Topics (Tier-I): Topics such as Writing and
Roleplay appear predominantly in Tier-I. These tasks encourage
free-form expression, allowing users to manifest robust, distinc-
tive stylistic fingerprints (High Distinctiveness).
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Positive Negative
Writing
Seeking Information
Practical Guidance
Technical Help
Other/Unknown
Self-Expression
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High Verifiability (Tier-1) Moderate Verifiability (Tier-1l) W Low Verifiability (Tier-Ill)

Figure 5: Topic distribution across Verifiability Tiers.

e Functional & Normative Topics (Tier-1II): Conversely, Tech-
nical Help and Legal discussions cluster in Tier-III. The strict
normative requirements of these domains enforce a standardized
"functional style" that minimizes inter-user divergence, making
different users appear indistinguishable (High Confusion).

o Volatile Self-Expression (Tier-III): Interestingly, highly sub-
jective topics like Self-Expression also appear in Tier-III for posi-
tive pairs. Here, extreme emotional variance creates intra-user
instability, making the same user appear different across sessions.

Personality as a Homogenizer vs. Amplifier. Figure 9 in Ap-
pendix D illustrates the impact of user personality on verifiability.
Conscientiousness acts as a stylistic homogenizer: mean Con-
scientiousness scores are significantly elevated in Tier-III (Low
Verifiability) for negative pairs. Such users adopt a "correct,’ struc-
tured writing style that lacks uniqueness, blending into the general
population. In contrast, traits such as Openness and Extraversion
are elevated in Tier-I (High Verifiability), confirming that expres-
sive, unconventional users leave stronger, more easily trackable
footprints regardless of the topic.

7 Conclusion

This work exposes a fundamental privacy paradox in the era of
ubiquitous LLMs: the very behavioral signatures that enable nat-
ural, helpful interaction also render "anonymous" sessions intrin-
sically linkable. To quantify this risk, we introduced WildAuth,
a rigorous open-set benchmark that validates the feasibility of
cross-session attribution even under challenging topic shifts. Our
proposed framework, Uncertainty-aware Multi-aspect Attri-
bution, demonstrates that robust user re-identification is possible
by fusing stable personality and stylistic cues while actively sup-
pressing situational noise. Crucially, our analysis reveals that user
identity leaks not only through their own queries but also through
the structural "mirroring” in the assistant’s responses, challenging
the sufficiency of current redaction-based privacy models. We hope
these findings serve as a wake-up call for the community to priori-
tize the development of next-generation, attribution-resistant Al
infrastructure.
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Figure 6: Per-user dialogue counts for all, train, and test users.
Users are sorted by total dialogue volume on the x-axis, and
the logarithmic y-axis highlights the heavy-tailed pattern,
showing that train and test preserve the global long-tail dis-
tribution.

A Dataset Statistics

We visualize the alignment of user activity distributions across our
data splits in Figure 6. The plot employs a logarithmic scale on the
y-axis to accommodate the extreme variance in user engagement.
As illustrated, the dataset exhibits a classic Zipfian (long-tail) distri-
bution. Our stratified splitting strategy successfully preserves this
structural property: both the training (orange) and testing (green)
subsets mirror the heavy-tailed shape of the full population (blue),
ensuring that the model is evaluated on a representative mix of
sparse and frequent users.

Figure 7 presents a comparison between the topic distribution
of our dataset and the official ChatGPT usage statistics reported by
OpenAlI [37].

B Distance and Similarity Metrics

Let u and v denote the interaction feature vectors extracted from
two dialogues D; and D, where u, v € R4, The metrics used in the
interaction module are defined as follows:

Cosine Similarity (scos ). measures the cosine of the angle between
the two vectors:
u-v
Scos (W, V) = e (10)
llallz|lvil2
Euclidean Distance (s¢,). represents the straight-line distance

between the points:

(11)

s, (0,v) = [lu—vllz =

Manhattan Distance (s, ). sums the absolute differences of their
coordinates:

d
s, (V) = lu= vl = ) g - ol (12)
k=1

Wenxuan Wang, Zirui Liu, Haoxuan Kou, Xuefeng Liu, and Jiaxing Shen

Mahalanobis Distance (Syanha)- accounts for the correlations be-
tween variables in the dataset. Let X be the covariance matrix esti-
mated from the training set interaction features:

Smaha (0, V) = V(0= V) T2~ (u - v) (13)

Correlation Coefficient (scorr). measures the linear correlation
(Pearson) between the feature values of the two vectors, where @
and 0 are the means of the vector components:

S (e — @) (v - 9)

VEL G - 2230 (o - 0)?

Scorr (W, V) = (14)

C Additional Experimental Analysis

C.1 Extended Security Evaluation on Hard
Benchmark

Table 3 reports F1-Score performance across all datasets and text
sources, showing that UMA(PISC) consistently matches or improves
upon MA(PISC) and other baselines at their operating decision
thresholds.

C.2 Impact of Dialogue Length on Attribution
Performance

Dialogue length constrains the behavioral signals available for attri-
bution, so we measure cumulative Recall on positive pairs ranked
by average length (Figure 8). Across all benchmarks, Recall peaks
on the longest dialogues (top 5-10%) and gradually declines as
shorter sessions are included, with the Easy and Medium splits
remaining robust (> 0.85) while the Hard split exhibits a sharper
drop, reflecting its higher intrinsic difficulty. A consistent source hi-
erarchy emerges (User Only > User+LLM > LLM Only), yet the LLM
Only curves eventually stabilize in the latter half of the distribution,
indicating that the mirrored assistant style yields a weaker but per-
sistent signal. The stabilization after roughly the top 40% confirms
that our multi-aspect representations retain discriminative identity
markers even in short, sparse sessions.

Recall (Sensitivity)

VSIS et -="

0.70

Difficulty Text Source .,
—— Hard 1 (Easy) — Useronly  **
Hard 2 (Medium) —= User+LLM

= Hard 3 (Hard) =+ LLMONly

20 40 60 80
Top \% of Pairs by Average Length (Longest - Shortest)

Figure 8: Impact of dialogue length on Recall. Curves rep-
resent cumulative performance on positive pairs sorted by
average length.
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Figure 7: Topic distribution comparison: WildAuth vs. OpenAlI usage statistics. Vertical bars denote coarse-grained topics;
internal segments represent fine-grained subtopics.

Table 3: Attribution performance (F1-Score %) across datasets. MA: Multi-aspect Attribution. Features: Interaction (I), Style
(S), Content (C), Personality (P). Bold indicates the best performance per setting (improvement over strongest baseline in
parentheses); underlined values denote the global best for each dataset. Cell colors range from red (high F1) to blue (low F1).

Dataset  Text Source N-Gram BERT RoBERTa LUAR Text-Emb-3 LIP ‘MA(ISC) MA(PISC) UMA(PISC)

F1 (%) F1 (%) F1 (%) F1 (%) F1 (%) F1 (%) \ F1 (%) F1 (%) F1 (%)

Easy User 82.66 83.16 83.85 90.17 89.30 89.34 93.01 93.58 93.58(+3.41)

LLM 80.24 82.82 82.76 87.63 84.49 85.93 90.82 90.76 91.17(+3.54)

User + LLM 80.43 84.01 83.69 88.96 85.70 86.73 91.82 91.79 92.30(+3.34)

Medium User 70.69 77.33 76.88 85.58 85.61 85.34 87.72 88.22 88.71(:3.10)

LLM 72.11 79.71 77.36 84.29 79.95 84.31 86.25 87.69 87.69(+3.38)

User + LLM 71.62 77.37 76.72 84.60 81.46 83.69 87.02 87.45 87.90(+3.30)

Hard User 58.68 56.52 72.41 67.18 70.88 74.46 75.57 76.15 (+3.74)

LLM 60.29 58.77 66.99 56.57 67.04 70.37 72.33 72.33 (+5.29)

User + LLM 52.40 56.90 55.24 69.20 58.99 68.31 70.26 72.67 73.07 (+3.87)

Table 4: BCE Loss Distribution across Verifiability Tiers. D Verifiability Stratification Analysis

To understand the distribution of difficulty within the Hard (Cross-
Partition Verifiability Tier = Count Avg.BCELoss  Topic) benchmark, we performed a post-hoc stratification of the

Tier-I (High Verif) 1203 0.2162 test set. . . B
Positive (Same) Tier-Il (Moderate) 1203 0.6265 Methodology. We ﬁrst bifurcated the te.s‘t set mtf) Rosztzve (Samf:
Tier-Tl (Low Verif) 1203 1.4085 User) and Negative (Dlﬂ“f.:rent User) partitions. Within each parti-
: - - tion, we computed the Binary Cross-Entropy (BCE) loss for every
] ) T}er—l (High Verif.) 3105 0.0428 sample using our best-performing model, UMA. We then sorted
Negative (Diff.) T%er—II (Moderate.) 3105 0.1425 samples by loss and segmented them into three statistically distinct
Tier-III (Low Verif) 3105 0.6560 Verifiability Tiers (Tier-I, Tier-II, Tier-III) using an iterative tri-
artite splitting algorithm designed to maximize the inter-tier loss

Positive High Verifiability Negative High Verifiability p . P galg g
—e— Moderate Verifiability 0 Moderate Verifiability variance.
—— Low Verifiability —— Low Verifiability

Quantitative Split. Table 4 presents the resulting BCE loss distri-
bution. Tier-III (Low Verifiability) samples exhibit loss values orders
of magnitude higher than Tier-I, confirming that these represent
fundamentally different attribution challenges—specifically, "Con-
fusion" (False Positives in Negative pairs) and "Instability" (False
Negatives in Positive pairs).

A

Figure 9: Average personality score across different verifia-
bility tiers.



	Abstract
	1 Introduction
	2 Preliminaries
	2.1 Emerging Privacy Threats in Future LLM
	2.2 A Motivating Example
	2.3 Problem Statement

	3 Related Works
	4 The WildAuth Benchmark
	4.1 Dataset Curation
	4.2 Difficulty Tiers
	4.3 Data Partitioning Strategy
	4.4 Ethical Considerations
	4.5 Baselines and Evaluation Protocol

	5 Uncertainty-aware Multi-aspect Attribution
	5.1 Content-Based Semantic Consistency
	5.2 Stylometrics-Based Writing Style
	5.3 Interaction-Based Conversational Patterns
	5.4 Personality-Based Behavioral Profiles
	5.5 Uncertainty-aware Multi-aspect Fusion

	6 Experiments
	6.1 Implementation Setup
	6.2 Experiment Results and Analysis
	6.3 Decision Boundary & Probability Shift
	6.4 Aspect-wise Contribution Analysis
	6.5 Drivers of Verification Difficulty

	7 Conclusion
	Acknowledgments
	References
	A Dataset Statistics
	B Distance and Similarity Metrics
	C Additional Experimental Analysis
	C.1 Extended Security Evaluation on Hard Benchmark
	C.2 Impact of Dialogue Length on Attribution Performance

	D Verifiability Stratification Analysis

